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Paboyass mnporpamMmma JUCHUIJIMHBI (MOAyJ/si) paspaboTaHa B COOTBETCTBUU C
CaMOCTOSAATEeJIbHO yCTaHOBJeHHbIM MIY o6pasoBaTesnbHbiM cTangaptoM (OC MIY) paa
peasn3yeMbIX OCHOBHBIX MpOdeCcCHOHANbHbIX 00pa30BaTeJbHbIX MPOrpaMM BbICLIETO
obpa3oBaHus Mo HamnpasieHuio mnoarotoBkud 01.04.02 "llpuksnagHas MaTeMaTHKa U
MHPOpPMaTHUKA" MPOrpaMMbl MarucTpaTyphl B pefakuuu npukasa MI'Y ot 21 gekabps 2021

roga No 1404.



1. MecTo AYMCUMIIMHBI (MOAYs) B cTpykType OITOII BO:
IOUCIMIIJIMHA OTHOCUTCA K 6a3oBoi yactu OITOIT BO.

JlucuumuiiHa BXOAUT B 00s3aTeIbHYIO YaCTh MarucTepcKoil oopa3zoBarenbHOM nporpammbl «llepcrekTHBHBIE METO/IbI HCKYCCTBEHHOTO MHTEIUIEKTA B
CEeTAX Tmepenayu U o0pabOTKH TaHHBIX», U3YYaeTCs B 2-M CEMECTpE.

2. BxonHble TpeboBaHUA AJ1s1 0OCBOEHUS AUCLUIIMHBI (MOAYJIs1), IpeABapUTe/IbHbIE YCI0BUS (€CJIU €CTh):

N3ydeHne AUCHUIIMHBI 6a3UPYeTCs Ha OCBOEHUHM 3HAHUU 10 MaTEMaTHYECKOMY aHaJIU3y, TEOPUU BEPOSITHOCTEN, MAaTEMaTUYECKON CTaTUCTHKE,
ONTUMU3ALMH B 00BbEME, COOTBETCTBYIOIIEM OCHOBHBIM 00pa30BaTeIbHBIM IIporpaMMamM OakajlaBprara 110 YKpYINHEHHBIM IPYIIaM HalpaBlIeHUH U
cneunanbHoctert 01.00.00 «MaremaTrka u Mmexanukay, 02.00.00 «KomnbroTepHble 1 HHGOPMALMOHHbBIE HAYKW» U APYTUM HaIlPABICHUSIM

MOATOTOBKU OakajiaBpuara.

3. Pe3sysibTaThl 06y4yeHUs N0 JUCHUIIIMHE (MOLYJIIO):

[l1aHpyeMbie pe3y/IbTaThl 06yYeHUS MO AUCHUIUIHHE (MOAYJTIO)

®opMupyeMble KOMIETEHIHH
(k00 u naumenosanue
Komnemenuyuu)

NHauKaTopbl 10CTHKEHHST
KOMITeTeHIU
(k00 u Haumenosanue unouxkamopa)

Pe3yabTarsl 00yyeHus
(3Hanus, ymenus)

OIIK-4. Ctoco6eH KOMOHUHUPOBATh U
aZlallTUPOBAThb CYLeCTBYIOIIHE
HHG$OpPMaLIMOHHO-
KOMMYHHUKALHOHHbIE TEXHOJIOTUH
JU1s1 pellieHus 3a7ja4 B 06/1aCTH
npodeccHoHaJIbHOU [1eATeJbHOCTH C
y4yeToM Tpe6oBaHUMI
HH$OpPMallMOHHON 6€301aCHOCTH

OIIK-4.3. Ucnosib3yeT cOBpeMeHHbIe
no/ xoabl K Bepudukanuu [10 B
npodeccuoHaIbHOM JesITeJIbHOCTHU C
y4eToM TpeboBaHUHU
MH$OpMaIMOHHOU 6€301acCHOCTH

OITK-4.3.3-1. 3HaeT: coBpeMeHHbIe MoAxoAbl K Bepudukaiuu I10,
YX JOCTOMHCTBA U HEJJOCTAaTKH.

OIIK-4.3. ¥V-1. YMeeT: npuMeHATDb IOAX0/bl K YMEHbILIEHUIO
KOJIMYECTBA YSI3BUMOCTEN B UCXO/JHOM KO/ie Ha OCHOBE CUCTEM
THUIIOB.

[1K-8. Crioco6eH pa3pabaTbiBaTh U
MO/IEPHU3UPOBATh IPOrPaMMHOE U
amnmnapaTHoe obecrieyeHue
TEXHOJIOTUH U CUCTEM
VCKYCCTBEHHOTO MHTeJIJIEKTA C
y4yeTOM Tpe6oBaHUMI
“HbOpPMaLlMOHHON 6€30NaCHOCTH B
pa3/IMYHBIX IPEMETHBIX 00/1aCTAX

[1K-8.1. PazpabaThiBaeT NporpaMMHoOe U
anmnapaTHoe obeclieyeHue TEXHOJIOTUH U
CUCTEM UCKYCCTBEHHOT'0 HHTEJIJIEKTA
JUIS pellleHUs TpodeccuoHaNbHbIX 337134
C yueToM Tpeb6oBaHUHM NHPOPMALLTUOHHON
6€301aCHOCTH B Pa3JIMYHbIX
npeJIMETHBIX 00J1aCTAX

[1K-8.1. 3-1. 3HaeT HOBbIe HAyYHbIE MPUHIUIIBI 1 METO/AbI pa3paboTKH
MPOrpaMMHOTO U allapaTHOTO o6ecrnedyeHrs] TEXHOJIOTUHN U CUCTEM
HMCKYCCTBEHHOI'0 UHTeEJIJIEKTA /IS pellleHHs NpodeccuoHaTbHbIX 33/1a4 B
Pa3/IMYHbIX IPEIMETHBIX 00J1aCTAX

[1K-8.1. Y-1. YMeeT pa3pabaTbIiBaTb NIPOrpaMMHOE U allllapaTHOE
obecrneyeHe TEXHOJOTUH U CUCTEM UCKYCCTBEHHOTO UHTEJIJIEKTA C
y4eToM TpeboBaHUM HHPOPMAIIMOHHON 6E30MACHOCTH [IJisl pelleHus
npodeccroHaJlbHbIX 33/1a4 B Pa3JIMYHbIX IPeJMETHBIX 00/1aCTAX

[TK-8.2. MoiepHU3upyeT NpOrpaMMHOE U
anmnapaTHoe obeclieyeHue TEXHOJIOTUH U
CUCTEM UCKYCCTBEHHOT'0 HHTEJIJIEKTA

JlJIS pellleHUs TpodeccuoHalbHbIX 33714

[1K-8.2. 3-1. 3HaeT 0CO6eHHOCTH MO/IepHU3ALMH TPOTrPAMMHOTr0 U
anmnapaTHoOTo obecredyeHUs TEXHOJOTUHN U CUCTEM HUCKYCCTBEHHOTO
HWHTeJUIEKTA /11 pellleHUs NpodeCCHOHATBHBIX 33/1a4 B Pa3JIMYHbBIX
npeJIMETHBIX 06J1ACTAX
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c yueToM TpeboBaHUM HHOPMALIMOHHOMN
6e30MaCHOCTH B Pa3JINYHbIX
npeAMeTHBIX 06J1aCcTAX

[IK-8.2. ¥-1. YMeeT MoZiepHU3UpPOBATh IPOrpaMMHOE M allllapaTHOe
obecrieyeHHe TEXHOJIOTMI U CUCTEM UCKYCCTBEHHOI'O MHTEJIJIEKTA C
y4yeToM Tpe6oBaHMI HHGOPMALMOHHOW 6€30NaCHOCTH [iJIf1 pelleHus
npodeccHoHabHbBIX 33/1a4 B pa3JIMYHbIX IPeMEeTHBIX 06J1aCTAX

4. 06'beM JUCLUIIJIIMHBI (MOAYJIA) COCTaBJAET 4 3.€., B TOM YHCle 72 akaJeMHUECKUX Yaca KOHTAaKTHas paboTa ¢ mpernojaBareneM -36akageMUYecKux
yaca 3aHATUHA JIGKLIMOHHOTO THMA, 36 aKaJeMHUYEeCKUX YacoB 3aHATUN NMPAKTHYECKOTo THMA,72 aKaJeMHUYECKHUX 4Yaca Ha CaMOCTOSTEIbHYIO paboTy

oOydJaronuxcs.




5. CopepaHue JUCLHUIINHBI (MOAYJs), CTPYKTYpHUpOBaHHOE 10 TeMaM (paszesaM) c yKka3aHWeM OTBeJIeHHOT0 Ha HUX KOJINYeCcTBa
aKaJleMUYeCKUX YacoOB U BU/bl yUeOHBIX 3aHATHM:

5.1. CTpykTypa AUCHUIINHBI (MOAYJIS) 10 TeMaM (pasjesiaM) C yKa3aHUEM OTBEJIEHHOT0 Ha HUX KOJIMYeCTBa aKaZleMUY€eCKUX 4aCOB U BU/bI
y4eOHbBIX 3aHATUH (B CTPOTOM COOTBETCTBUHU C yYeOHBIM NJIAHOM)

HauMeHoOBaHMe pa3/e/iOoB U TeM JUCLUILIUHBI HoMuHa/IbHbIE TPYA03aTPaThl 00y4Yalolerocs Bcero
(Mmoaysis), KoHTakTHas pa6ora akKaje
(pa6oTa BO B3aMMOJAENCTBHH C Muyec
dopmMa npoMeKyTOYHOM aTTeCTal MM 110 npemnojaBaTesieM) KHMX dopma
JAUCLHUIUIMHE (MOAYJII0) Bu bl KOHTAKTHOM PaGoOThI, CaMocTOofATE/IbHASA | YaCOB | TeKyLero
aKajieMu4YecCKHe 4acbl pa6oTta KOHTPOJIA
o0y4amwlierocs, ycneBaeMo
aKaJeMH4YecKue ctu*
3aHATUA Yacsl (HauMeHO
JIEKILUOHHOT O lpakTiieck BaHHUe)
Ve 3aHATHUSA
TUIa
TeMma 1. 3agayu 1 MeTO bl o6ecredyeHus 6 6 12 o4 Omnpoc
MHGOPMAIIMOHHOUN 6€30MaCHOCTH
Tema 2. TeopeTudeckre 0CHOBbI UHPOPMALIMOHHOHN Omnpoc
6e30MaCHOCTY ONePALlMOHHBIX CUCTEM U 6a3 6 6 12 24
JIAaHHBIX
Tema 3. UHpopmManoHHast 6€30MacHOCTb 6 6 12 24 Omnpoc
BbIYMCJIUTEJIbHBIX CETEN
Tema 4. MeTogHr4eckoe U OpraHU3aLMOHHOE 6 6 12 o4 Onpoc
obecreyeHre HHGOPMAIMOHHON 6€30TTaCHOCTH
Tema 5. [Ipo6sieMHBbIe BOPOCHI 06ecriedeHUsI Omnpoc
MHGOPMAIIMOHHOUN 6€30MaCHOCTH 6 6 12 o4
aBTOMATHU3HWPOBAHHBIX CHCTEM U BbIYUCIUTETbHbBIX
ceTeu
Tema 6. Ucniosib30BaHMe CpejCTB MALUUHHOTO Omnpoc
00y4eHHSs U UCKYCCTBEHHOTO UHTEJIJIEKTA B 6 6 12 24
ynpaBJieHUU HHOPMAIMOHHOM 6€3011aCHOCTbIO




Jlpyrue BU/ibl CAMOCTOSITEJTbHOU Pa6OThI
(oTCYyTCTBYIOT)

[IpoMexxyTo4yHast aTTecTanus (3K3aMeH)

HUToro 72

72 144 —

5.2. CopeprxaHue pa3zesioB (TeM) AUCLUIIUHbI

Ne /o HauMeHoBaHUe pa3zesioB (TeM) AUCLUTIUHBI

CopmeprkaHue pa3/iesioB (TeM) AUCLUIIINH

1. TeMma 1. 3aa4M 1 MeTOAbI 06ecIIedYeHUs
“H$OpMaAIMOHHON 6€301IaCHOCTH

Tepmunbl u onpenenenusa. Kiaccudpukanus yrpo3 HECAaHKIIMOHHPOBAHHOTO
nocryna kK uHpopmauuu B AC. OOmas XapakTepuCTHKa HCTOYHHKOB Yrpo3
HecaHKIMoHupoBaHHoro Aoctyna B AC. Obmas xapaktepuctuka ys3pumocteit AC
U BBIYMCIIUTEIIBHBIX CETEH. YTPO3bl MPOrPaMMHO-MAaTEMaTUYECKUX BO3ICHCTBUM.
KomnberoTrepHbie BUPYCHI M “TpostHCKUE KOHM . Monenu Hapymutens. OCHOBHBIE
(GyHKINU cHCTEM 3aIUThl HH(pOpMAIUH.

[Tpouenypa mnpoBEepKH NOJIUHHOCTH CYOBEKTOB M OOBEKTOB, IapaMeTphI
napoJIbHOW MIeHTH(UKALNN, OCOOCHHOCTH ayTEHTU(HUKAIIMH B BBIYMCIUTEIbHBIX
CeTAX: 3aJla4 ayTeHTU(PUKAINK, aBTOPU3alUK U akayHTUHTa (AAA).

Mogenb CHUCTEMBI 3alIUTHl C TOJHBIM MEPEKPBITUEM, CYOBEKTHO-OOBEKTHAs
MOJIeJIb CHUCTEMbl 3alllUThl, TOHSATHE HW30JIMPOBAHHON CHUCTEMBI, OCOOEHHOCTH
MOJICIIUPOBAaHUSI MEXaHW3MOB O€30MacCHOCTH OIEPAlMOHHBIX CHUCTeM U 0a3
JIAHHBIX, OCHOBHBIC BHJBl MOJEJIEH W TMOJIUTUK YIPABICHUA JOCTYIIOM —
OTPaHUYEHHOCTh MOJIeNIeH U MpoOIeMbl U3MEHEHHS MIPaB JOCTYIIA.

Metopl ayTeHTH(DUKAIINY U pa3TrpaHUYeHUs JOCTYIa B ONEPALMOHHBIX CUCTEMaX
Windows u Linux.

2. Tema 2. TeopeTuyeckue 0CHOBBI
MHPOPMaIMOHHON 6€30MaCHOCTH ONepalMOHHbIX
CUCTeM U 6a3 JaHHbIX

Crporue npotokoibl ayrentudukanuu. [Iporokon Hunxema-IlIpenepa s
CUMMETPUYHON ¥ aCUMMETpHUHON Kpunrorpaduu. IIpoTokosl Ha OCHOBE
KIIIOUEBBIX Xem-QyHKui. Mcnons3oBanue nudpoBor MOAMKICH.

Marpuiia gocTymna, mITHMEPHOE MPOCTPAHCTBA OE30MaCHOCTH XapTCOHa, MOACIH
HRU u Take-Grant, ocHOBHbIE pe3yibTaThl, WX JAOCTOMHCTBA M HEIOCTATKH,
OCHOBHBIE HaIlpaBJICHUS PA3BUTHSI.

MLS mopenp «BoeHHOW Oe3omacHOCTH», Mojaenb bemna-Jlallamynsl, pemieTku
oe3omacnoctu Jennunar. Mopaens buba.
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Tematuueckue Ki1acCUPUKATOPBI U PELIETKU MYIbTHPYOPHK.
Hcnonp3oBanre (pyHKIMOHAIBHON CTPYKTYphl OpTaHU3AlMK JJIsl YIIPaBICHUS
JOCTYIIOM, MHAMBUIYAJIbHO IPYNIIOBAsi MOJEIb YIIPABICHUS TOCTYIIOM.

Tema 3. UHpopmMaLimoHHast 6€30MaCHOCTh
BbIYHCJIUTENbHBIX CETEN

CyOBeKTBI 1 00BEKTHI KOMITBIOTEPHBIX aTaK B CETSAX, BHJIBI CETEBBIX aTaK; METOIbI
3aIIUThl BBIYUCIUTENBHBIX CETEW: 3alayd ayTeHTU(HKAIMKM, aBTOPU3ALHNH U
akayntuara (AAA), cepepa Oeszomacuoctu (RADIUS, Kerberos). 3amaun
dunbpTpanuu cereBoro Tpaduka. MexceTeBble 3KpaHbl. DUIbTpalus MaKETOB.
Ananu3 mnpunoxxkeHuit. Anamus coctosHuil. I[Ipokcu cepep. DLP cucremsr.
[Tonsstue DMZ.

VYnpaBieHrne I0CTYIIOM B paclpeieleHHbIX CHCTeMax. MeToabl ONTUMU3AINH U
METOJIBI TEOPHH UTP MPH MOJCIUPOBAHUH CHCTEM 3allUTHI. Te€0peTHKO-UTpOBBIC
MOJIEIT CETEBBIX aTak. MOAETH «IOBEPHUsS» B COIUATBHBIX CETSIX.

PeanbHoCTh yrpo3. Tunsl arak. CTpykTypa TUIOBOH ataku. CkaHUpOBaHuE. ATakU
Ha pasHbix ypoBHsX mporokoda TCPAIP  (ARP-cnydpdunr, araku Ha
mapuipyruzatop, araku Ha DNS, araku HTTP). Mertoasl oOHapyxeHuUs
BTOPKEHHIA.

[Moctpoenne VPN, nporokonsr SSL,SSH, TLS,IPSec.

CeTtH ¢ OTKPBITHIM JOCTYIIOM K KaHajlaM CBsI3U. AyTeHTU(]UKanus, ABTOpU3AIH

— noBeitieHHbIe TpeboBanus st WiFi, GSM, LTE cereit. Koutpons goctyna.
OCHOBHBIC YSI3BUMOCTH U PUCKH.

Tema 4. MeTogU4yeckoe U OpraHyU3alMOHHOE
obecneyeHre HHGOPMAIMOHHON 6€30NaCHOCTH

Kputepuanpabie mpocTpaHcTBa 0€30MacHOCTH. 3ajada OIeHKHA 3(P(HEKTUBHOCTH
3anuThl uHGopManuu. [loHsTHE pucka 0€30MaCHOCTH, BEPOATHOCTHASI MOJEIH
Knementca. nenTudukanus puckoB, OCHOBAHUS JJIs YIPABICHUS PUCKAMH IS
obecrieueHust HempepbIBHOCTH. M3mepenne 3(PGhEeKTHBHOCTH CHUCTEM 3allUTHl B
KAYeCTBCHHBIX W KOJIIMYECTBEHHBIX IIKAIAaX. DKOHOMUYECKHE MOJEIH OICHKH
spdextuBHOCTH. Krnaccuduxanmmm wu  yrmopsaoYeHHBIE KiIacchl TpeOOBaHUM
6e3omacHocT. CTaHnapThl 6€30MacCHOCTH.

CyOBEKTUBHOCTh OIEHKH 3(P(GEKTUBHOCTH, TMOHATHE TOBEPHS B OE30MACHOCTH,
METO/ABI JI0OBepusi, TpeOOBaHMs [IOBEpHUs, YIpPABICHHE IOBEpPHEM, OOECICUCHHE
ypoBHS noBepust K cpene. [lpuHIUNManbHble OrpaHUYEHUs  MoJeneil
3QPEKTUBHOCTH B YCIOBHSIX KPHUTUYECKHX OOBEKTOB O€30IMacCHOCTH U YIpo3
HHcaiiaepa.

DBOJIONUS TIOAXOM0B M MOJENel ympaBlieHus: 0e30macHOCThIO. [IporieccHblit
XapakTep YIpaBleHUs, 3Tanbl U (akTopsl ympasienus. Cucrema yrpaBieHHs,
uepapxusi MOJIUTUK O€30MacHOCTH. TEeXHOJIOTUU M MHCTPYMEHTHI ayJuTa
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0e30macHOCTH.  MOHMUTOPUHI  O€30MacHOCTH,  HIEHTH(UKauus  cOoObITUI
0€30MacHOCTH, HOpPMalW3alus, KOoppemsauuss U Kiaccupukamuss CcoOBITHI
0€30IaCHOCTH.

VYrpasinenue QuibTpalyei IpuKkiIagHoro ypoBHs, MOHUTOPUHT PUKIIATHOTO
MIOTOKA Yepe3 KOHTYP CETMEHTa BRIYUCIUTENLHON CPe/ibl, yrpO3bl OIIHO0K
bunbTpanum, 3a1a4a oNnTUMaIbHOro punbTpa. TexHomoruu ynpasieHrue npaBaMu
JUISL Pa3IMYHbIX MOJIENICH 1ocTyma, npobieMa afMUHICTPAaTOpa, pacileryieHIe
nosHoMouMil. TexHonoruu ynpapieHue 0e30MacHOCThIO B BUPTYaJbHBIX Cpeax:
cepTUdUKALHS cpeabl 00pabOTKH, TOBEPEHHBIN CyIIepBU30p, PYHKIIMOHAIbHAS U
pecypcHas uHkancyssaus. Mneonorus «O0UmMX KpUTEpUeEBy, CETh
BBICOKOYPOBHEBBIX CYLIHOCTEH, TUAJIEKTUKA 3aBUCUMOCTH LIEJIEH,
MPEOJIOKEHUH, YTPO3 U MOJIUTHK JUIsl Cpeibl U 00BEKTa 3alIUThl, CTOHKOCTb
¢byHKIMH 6€300aCHOCTH.

Tema 5. [Ipo61eMHbBIE BOIPOCHI 06ECTIeYEeHUS
MH$OpMaIMOHHOU 6€3011aCHOCTH
aBTOMAaTU3HWPOBAHHbIX CUCTEM U
BbIYHCJIUTEJNbHBIX CETEN

BupryanpHble BBIMHCICHHS B IIeHTpaX oOOpaOOTKM JIaHHBIX, «OOJauHbIE
BBIUHCIICHUS.

[TonsiTue, BUIBI (MO MaMATH, IO BPEMEHHU, CTATUCTUYECKUE), OOHApYKECHHE H
METOAbl TPOTHUBOACUCTBHS;, YTEUKH HHGPOpMAIMM B CTaTHUCTUYECKUX bBJI;
TEOPETUKO-BEPOSTHOCTHASI MOJIENb «HEBBIBOJUMOCTIY U «HEBIUSHUSI.

[lonartne anoHumMHbBIX ceTei. Ilpumepsl aHoHumHBIX cereil. TOR. 12P.
Vsazsumoctu. OGHapy)eHHE.

besonacnocts SDN. Pa3zpenenune moroka NaHHBIX W YHOPABISIOMIETO MOTOKA.
Bo3moskHble Bupl atak. CKpbITbIE KaHAJIBI.

Tema 6. Mcniosib30BaHMe CpefCTB MALLMHHOTO
00y4eHHs U UCKYCCTBEHHOTO UHTEJIJIEKTA B

ynpaBJeHUU UHPOPMALMOHHOM 6€30NaCHOCTHIO.

Mertoast U B ynipaBnenuu unpopMaiioHHON 0e30macHocThi0. OCHOBHBIE
dbyakuun u Meroas! yrnpasinenus Ub. 3agaun oOHapy)eHus, aganTauy 1
nporuosupoBanus. Pons U B ynpasnennu Ub. Ocobennoctu ynpasnenus b
KWN. Tunsl U1 ucnonszyemsie B cucteMax ynpasienus: Ub:

e OaiiecoBCKas MOJIEIIb;

* JIepeBbs PEIICHUS (pelIaroniye 1epeBbs);

* METO/] OTIOPHBIX BEKTOPOB;

* HCKYCCTBEHHBIE HEHPOHHBIE CETH, BKJIKOYAsi CBEPTOYHbIE HEUPOHHBIE CETH,
ceTH nrybokoro o0yuenusi, MmamuHy bonbiimana, cetn Xonduina, cetu Koxonena
U ApyTHE pEIIeHUs], OCHOBAHHBIEC HA UCIIOJIb30BAHUN UCKYCCTBEHHBIX HEMPOHOB;
* OyCTUHT U O3TTHHT.

Bo3MoxHOCTH 1 orpanndeHus npu ucnoias3oBanuu MU B ynpasinenuu Ub




(knaccudukanus, Ki1acTepusanus, perpeccusi, paco3HaBanie o0pa3oB, BeIeHUE
MOJIHOLIEHHBIX JUAJIOTOB U T.1.).

MamuHHOe o0y4yeHue CUCTEM yIIpaBJICHUS b :
[TonsiTe cOOBITHII OE30MACHOCTH - AJIEMEHTapHBIC M arperUPOBAaHHBIC COOBITHSI.
HaGoper nanHbIX (maTacerbl) Juisi MamuHHOTO 00ydeHus. CocTaB M METOHbBI
MOJTy4eHUsI HAOOPOB JTaHHBIX (JaTacCeTOB) ISt 00yUEHHUS U TECTUPOBAHMS Ka4eCTBa
00y4YeHUs, pa3IHYaIoNIuXCcs 10 UCTOYHUKAM U TUIY JIaHHBIX. J[aTa ceThl ceTeBOTrO
tpapuka: KDD Cup 1999, NSL-KDD (2009), UNSW-NB15 (2015), CAIDA
(2002-2016), CSE-CIC-IDS2018 u nmp. [ara cersl unTepHeT Tpaduka: MAWI
(2011)URL (2016), Tor-nonTor (2017), UMASS (2018). lata cetst VPN Tpadruka:
VPN-nonVPN (2016). MeTpuku OlieHKH KauecTBa 00yUCHHUSI.




6. ®onp oneHo4HBIX cpeAcTB (POC, oLleHOYHbIE U MeTOAMYEeCKHe MaTepUallbl) [/ OLleHUBaHUS pe3y/IbTaTOB 00y4eHUs N0 AUCLUIIINHE
(Mopgy.t0).

6.1. TunoBble KOHTPOJIbHBIE 3a/JaHUS UJIU UHble MaTepHaJsbl AJ5 NIPOBeJileHUsl TEKYLero KOHTPOJISA YCIIeBaeMOCTH, KPUTEPUU U IIKAJIbI
OLleHMBaHMUA (B OTCYTCTBUE YTBEPKAEHHBIX COOTBETCTBYIOLIMX JIOKAJbHbIX HOPMaTUBHBIX aKTOB Ha paKy/IbTeTe)

. I'pad «yrpo3sa - 00bexT» - kKak 6a3zoBas moaens C3U1U

. OcHoBHBIE PyHKIIUYU U MeTObI peanu3au C31U

. Yrpo3sl 6e3omacHoctr KC

. IIpouieypsl moATBEPKACHUS OUIMHHOCTH (MACHTH(HUKAINS U ayTeHTH(PHUKALINSA)
. CraTnueckre 6MOMETPUUECKUE METOIbI MACHTHU(PHUKAIIMY U UX XaPaKTEePUCTUKH

. JluHamMuueckue OMOMETPUUECKHE METOIbI MACHTU(PHUKAIIMY U UX XapaKTePUCTUKH
. MeTo/bl B3710Ma MapoIbHOM 3aUTHl U MOJU(PHUKAIIMUA CXEMBI «IIPOCTOH MapOIby

. MeToxs! naposnbHoii ayrentudukanun PAP, CHAP, MsChap

O© 00O N O O & W N K-

. OUII kak cpeacTBo ayTeHTU(PUKALMY JTHOOBIX UPPOBBIX JaHHBIX

10. CyObeKkTHO-00BEKTHAS MOICIIb KOMITHIOTEPHOM cHCTeMbl. MOHUTOP 0€3011acHOCTH

11. Monenu (monuTUKN) 6€30MaCHOCTH B CYOBEKTHO-00BeKTHOM Moaenu KC

12. Mogenu Ha OCHOBE MaTpHIIbI 1OCTYTA (BApHAHTHI IPUHYIUTEIBHOTO U JOOPOBOJIBHOTO YIPABICHUS JOCTYIIOM, MPOOIEMa «TPOSTHCKUX KOHEN)
13. Monens Xappucona-Py33o-Yiemana (mogens HRU). Kputepuii 6e3omacHocTr 1 0CHOBHBIE TeopeMbl Mojenn HRU

14. Pacumpenusa monenn HRU

15. Teoperuko-rpadoBas moaens «take-grant». Pacnpocrpanenue (yreuka) mpas goctyna B rpade mozaenu «take-grant», cocrosiiiem u3 cyobeKTOB

16. Teoperuko-rpadoBas Mozenb «take-grant». Pacipoctpanenue (yreuka) mpas goctyna B rpade moaenu «take-granty», cocrosiiem u3 cyObeKTOB U
00BEKTOB

17. Kputepuii 6e301macHOCTH B OCHOBHAs TeopeMa Mojenu «take-grant»

18. Pacmmpennas mozens Take—Grant, “HesiBHbIC” MH(MOPMAIIMOHHBIE TOTOKH.

19. TocTonHCTBA M HEOCTATKU AUCKPEIIMOHHBIX MOJIECTICH

20. OcHOBHBIE TIOJIOKEHUS MOJIEIeH MaHaTHOTO AOCTyMa. Penrerka ypoBHel u pyHkuuu 6e3omacuoct. MLS pemrerka.
21. Mopens benna-Jla Ianyner. Kpurepuii 6e3onacnoctu moaenu bemna-Jla [lamymsl.

22. JlocTouHCTBA U HeZocTaTku Mojienu bemna-Jla [Tagyner
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23. Moauduxkaru moaenu bemna-Jla IMamynsr (Mak-JIun, LWM)

24. OcHOBHBIE OTPaHUYCHUS MOJIEJICH MaH/IaTHOTO JJOCTYIIA.

25. Mopenu 6e30macHOCTH Ha OCHOBE TEMATHUECKOH MOJTUTHKY JIOCTYIIa

26. JleckpUnTOpHAasi TeMaTHYECKas KJIaCCH(PHUKAIMS B MOAETH TEMAaTUYECKOMN IMOJIMTUKY JIOCTYTIa
27. Uepapxudeckasi TeMaTH4ecKasi KJiacCU(UKAIHS B MOJICTH TEMAaTHIECKON TOJTUTHKH TOCTYIa
28. TemaTu4eckue PEIIETKA B MOJICTH TEMATUIECKOW MOJTUTUKU JOCTYIIA

29. Pentetka MynbTUPYOPHK B MOJETH TEMATUYECKOM IMOJUTUKY JTOCTYTIA

30. Moienu posieBoro A0CTymna

31. Moaenu HHANBUYaTbHO-TPYIIIOBOTO TOCTYIIA

32. TTonuuku 6e3omacaoct B Windows u Linux.

33. IloHATHE CKPBITHIX KaHAJIOB YTEUKH HH(OPMALIUK B MOJIEJSX pa3rpaHuyeHust JocTyna. BUIbl CKpBITHIX KaHAIOB yTeuku uHbopMmaruu. [lonstue
CKPBITHIX KaHAJIOB I10 MAMSITH U CKPBITHIX KAHAJIOB [0 BPEMEHHU.

34. CTaTucCTHYECKUI CKPBITHIN KaHaJ repeaadyn HHPopMauu

35. ABromarHasi Mojienb HeBusiHus ['orena-Mecurepa (GM-moenp)
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36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
5l.
52.
53.

[ToHsATHE 11EIOCTHOCTH AJaHHBIX. MaH aTHasE MOJENb IeJIOCTHOCTH buba.

Mopenu KoMIIEKCHOM oneHKH 3amuineHHocta KC

YTrpo3bl ceTu TpaaUIMOHHBIE U «TUITUYHO CETEBBIE)

Ouenka puckoB HapyuieHus b

Cranmaptsl B cdepe 6e3omacHoctd UT (TUBI 00bEKTOB, IIIKAJIHI)

Pazsutue crannapros, [OCT u P/I.

3aluIIeHHbIE TPOTOKOJBI. Y AI3BUMOCTH POTOKOJIOB HHTEPHET.

AHOHUMHOCTb B UHTEPHET.

AHOHUMHBIE CETU

3aluIIeHHbIE TPOTOKOJBI.

Cepruduxarsr u D1 Uepapxus ceprrudukaros.

AyTeHTu(UKaIMS U aBTOPU3ALIUSL.

[Tpotokou ayrentudukamuu Kerberos

VYupasnenue goctynom. MexcereBbie 3kpansl. DMZ.

CxaHMpOBaHUE CETEH.

[TepexBaT nanupix. CHuGUHT. BKIIIOUeHHE B pa3pbiB CETH. MeTObI 3aIIUTHI.
[TepexBat nannbix. JIoxxubie 3anpockl. [lepexBat TCP-coenuHeHMs1. METOIBI 3aIIUTHI.
ATaku Ha 0TKa3 B 00ciykuBaHuU. Llenn 1 oCHOBHBIE METO/BI aTak.MeToAbI 3aIUThI

6.2. TunoBsbie KOHTPOJIbHbIE€ 3a/JaHHUA NJIX HHbIE MaTepHaJibl AJid IIPOBEAEHUA HpOMe)}CYTO‘{HOﬁ dTTeCTalluu 1o ANCOUIIJIMHE, KPUTEPUHU U
IIKaJibl OEHHWBAHUA

1.

2.

DBouoLMs noaxoAa K ynpasieHuto Mb: peakTUBHBIN, CHCTEMHO-CEPBUCHBIN, apXUTEKTYPHBIN, pa3BUTHE MTpocTpaHcTBa kputepueB UB,
IIPUHIUIIAAIBLHO IPOLECCHBIN XapakTep ynpasieHus b, conep:xanue 3TanoB )KU3HEHHOTO LIMKJIA YIIPaBICHU.

CopepxaHuie 1 FHCTPYMEHTHI ypoBHEH ynpasienus b, koHuenTyanbHble MPUHIMITBI 0€30M1aCHOCTH, OCHOBaHUS AU( depeHIINalny 3aHIaeMbIX
UH(POPMALIMOHHBIX aKTHBOB, TUAIEKTHKA U KOMIIOHEHTHI IIOHATHS YTPO3bl, METOAbI (POPMUPOBAHUS MOJICIH YTPO3, BUABI MOJUTHK Ub.

Hepapxuueckas KinaccupuKanis 00beKTOB 3alIUThI U TpeOoBaHU 0€30MacHOCTH B TPAIUIIMOHHOM neonoruu ynpasienus b, orpanndyenus
TPaAUITMOHHON HJICOJIOTHH, CTaHnapTu3anus ynpasieHus Ub, cucrema cranmaptoB 27-ro moakomuTteta 1SO.
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Wneonorus ananusa u yrnpasieHUs! HHQOPMAITMOHHBIMU PUCKAMH, UCUUCIIIEMBIE (PaKTOPHI TIPHU JIBYX-, TPEX- U YETHIPEX(HhaKTOPHOM aHAJIN3E PUCKOB,

BEPOATHOCTHOC paCHIMPCHUC MOACIIN KJ'ICMGHTC&, HpO6J’IeMBI OKCIIECPTHOI'O OLICHUBAHUA U KOJIUYECTBEHHOU HHTCPIIPETAINN KAUCCTBCHHBIX IIKAJI.

Moenb BBICOKOYPOBHEBBIX TOHATHI B UACOJIOTUHU OOIINX KPUTEPUEB, THAIEKTUKA B3aUMOICHCTBUS YTPO3, OJUTHK, IPEATIOIOKEHUH 1 1emei
0€3011aCHOCTH B IPOQHIIE 3aIIUTHI, (PYHKIIMOHAIbHBIE TpeOOBaHMsI O€30MIaCHOCTH U TPEOOBAHUS JOBEPHS, OLIECHOYHBIE YPOBHH JJOBEPHSL.

VYnpasienue crieuagbHbIMU METOJaMH 0€30I1aCHOCTH, 0€30IaCHOCTh KPUTHUYECKUX 00BEKTOB MH(POPMALIMOHHON HHPPACTPYKTYPbI, IPUBJICUCHHE
dakTopa HeOOpaTUMOCTH, JieierupoBanue ynpasienus Ub, nunamuueckue nonutuku Ub.

VYmpasieHnue 3auToN 0T yrpo3 UHCcaiepa, MPUHIUITHAIbHAS W30BITOYHOCTH TOTHOMOYHH, (haKTOPbI H30BITOYHOCTH, OTPAHUYEHHOCTh MOHUTOPHHTA

CcOOBITHI OC30ITACHOCTH U TPAAUIIUOHHLIX MCTOAOB 3alllUThl, MCTOABI KOMIICHCAIUH IMOTCHI[MAJIA YT'PO3 HHcaI\/'II[epa.

INIKAJIA U KPUTEPUHU OLLEHUBAHUA pe3syabTaToB 06y4yeHus (PO) no gucuunsiiHe

OueHka

BH /bl OEHOYHBIX
CpeacrB

2 (He 3a4yTeHO)

3 (3auTeHO)

4 (3auTeHO)

5 (3auTeHo)

3HaHuA

(8udbl oyeHoUHbIX
cpedcma: onpoc,
mecmvl)

OTcyTcTBHE 3HAaHUH

CDparMeHTaprIe 3HAHHUA

O6uiue, HO He
CTPYKTYpUPOBaHHbIE 3HAHUS

CdopmupoBaHHbIE
CUCTeMaTHUYeCcKHe 3HaHHUS

YMmenusn

(8udbl 0OYeHOYHbIX
cpedcmea: npakmuueckue
3adaHus)

OTcyTCcTBHE yMEHUU

B eJIOM yCIlelllHOe, HO He
CUCTEMATHUYIECKOE YMEHHE

B 1esioMm ycneniHoe, HO
cojiepiKallee OTAe/bHble
po6eJsibl yMeHHe (JonyCcKaeT
HETOYHOCTH
HENPUHIMITHATBLHOTO
xXapakTepa)

YcnemHoe n
cUCTeMaTUYeCcKoe YMeHUe

HaBbiku

(B1ageHus, oNbIT
AeATe/IbHOCTH)

(8udbl 0OYeHOYHbIX
cpedcma: 8bINOTHEHUE U
3awjuma Kypcogot
pabomvl, omyem no
npakmuke, omuem no
HHUP um.n.)

OTCcyTCTBHE HaBBIKOB
(Bnasenuit, onbiTa)

Hasnvyue oTAe/IbHBIX HABBIKOB
(Hanuyue pparMeHTapHOTO
OMbITA)

B nesioM, cdopMupoBaHHbIe
HaBbIKU (BJIaJleHHs ), HO
HCI0JIb3yeMble HEe B aKTUBHOMU

dopme

CdopMupoBaHHbIe HABBIKU
(BnasieHus1), npuMeHsieMble
IpU pelleHUH 3a/a4
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7. PecypcHoe obecnieueHue:
7.1. IlepeuyeHb OCHOBHOM U JOTIOTHUTEIHHOM JTUTEPATYPHI
OcHoBHas muTeparypa

agrwbdE

1.

2.

3.

OcHoBBI ynpaBieHus1 HHHOPMAITMOHHOM Oe301acHOCThI0: yueOHoe nocooue. Kypuno A.Il., Munocnasckas H.I'., Cenaropor M.IO., Toncroii A.N.
- M.: T'opstuas Jlunus-Tenexom, 2012. - 244 c.

Cwmensuckuii P.JI., Antonenko B.A. KoHuenimu nporpaMmMHOT0 yrpaBieHUs U BUPTYaInu3allii CETEBBIX CEPBUCOB B COBPEMEHHBIX CETSIX NEpeaadn
nanubix. M. Kypcio 2020.- 259c.

Epoxun C.JI., IleryxoB A.H., [Tumorun I1.JI. YnpaBrnenue 6e30MacHOCTHIO KPUTHUECKUX WHOOPMAIMOHHBIX CTPYKTYp. M. I'opsiuas Jlunwus-
Tenexom, 2021. - 239 c.

JlononHurtenbHas TuTepaTypa

1.
2.

3.

I'pymoA.A., Tumonuna E.E. Teopernueckre ocHOBBI 3amuThl HHDOpMaruu. M.:fAxTecmen, 1996. - 192c.

Mensuukos JI.A. MndopmarronHas 6e301acHOCTb OTKPBITHIX cucTeM [Teker] | Yuebnuk/ 1. A. MenbaukoB. - M. : ®nunTa: Hayka, 2013. - 448 c.
- ISBN 978-5-9765-1613-7; ISBN 978-5-02-037923-7. 004.056(075.8) - M-482

lanprun B.®. 3amuTa nHGOpMauy B KOMIBIOTEPHBIX CHCTEMaX U CeTsX [ DNeKTpoHHBIH pecype] : [Yueb.mocobue] / B. @. Illanbrun. - M. : IMK
Ipecc, 2012. - 592 c. - JlocTym K 3JIeKTPOHHON BEPCUU KHUTH OTKPHIT Ha caiite http://e.lanbook.com/. - ISBN 978-5-94074-637-9.

lanatenxo B.A. Cranmaptel mHpOpManmonHoit 6e3omacHoctu [Tekct] : Kypc neknuii: Yueb.mocodue / B. A. TI'amarenko ; [lox pen. B.b.

3

berenuna. - 2-¢ usn. - M. : UaTepHeTt-YHuBepcuter MHGOpManmonHbix TexHomorui, 2012. - 264 c. - 2000 sk3. - ISBN 978-5-9556-0053-6 : 262-
51; 262-50.
Hesaun [1.H. Mogenn 6e30macHOCTH KOMIIBIOTEPHBIX CHCTEM. Y TIPaBIICHUE TOCTYIIOM U WH()OPMAITMOHHBIMH MIOTOKaMH [ DIEKTPOHHBIN pecypc]|

: Yueb.mocodbue / II. H. HdeBstnun. - M. : 'opsuas nunus-Tenekom, 2012. - 320 c. - JlocTyn K 3J€KTPOHHOM BEpCHUH KHUTU OTKPBIT Ha CalTe
http://e.lanbook.com/. - ISBN 978-5-9912-0147-6.

Hepequb JIMDEH3WOHHOT' O ITPOTrpaMMHOTI' O 06eCHe‘IeHI/IH, B TOM YHUCJIe OT€9€CTBEHHOI'o IPON3BOACTBA

[Ipu peasM3anuy AUCHUILIMHBI MOXKET GbITh UCIIOJIb30BAHO CJIEyIOIIee MPOrpaMMHOe 06ecrevyeHue:
OneparronHast cuctema Ubuntu 18.04.

Oneparnronnast cuctema ALT Linux MATE Starterkit 9 nuniensus GPL

Cratuctuyeckuii maker MATLAB (vu cBoboanbIin anamor Octave)

Oneparronnast cucrema Microsoft Windows 10 Education akageMudeckast JTUIICH3Us

[Mporpammusiii mpoaykT Python 3.5.1 (64-bit)Python Software Foundation
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http://e.lanbook.com/
http://e.lanbook.com/

7.3. IlepeueHb npodeccroHaNbHBIX 623 JAHHBIX U HHQOPMALMOHHBIX CIPABOYHBIX CUCTEM
1. http://www.edu.ru — nopran MunmcrepcTBa 00pa3zoBanus u Hayku PO

2. http://www.ict.edu.ru — cucrema ¢enepanbHbix oOpazoBarenbHbIX mopranoB « KT B oOpa3oBaHum»

3. http://lwww.openet.ru - Poccuiickuii mopTail OTKpPhITOT0 00pa3oBaHUsI

4. http://www.mon.gov.ru - MunucrepctBo oOpazoBanus u Hayku Poccuiickoit @enepanuun
7.4.TlepedeHb pecypcoB HHGOPMALMOHHO-TEJIEKOMMYHHUKAIIMOHHOH ceTU «UHTepHeT»

mk.cs.msu.ru

http://www.intuit.ru/studies/courses

CereBoii sxypHain «Xaep» https://xakep.ru/

Kypnan «3ammra napopmarmu. Mucaiiny; Cait xyprana http://www.inside-zi.ru/

Wudopmanmonnsiii 6romerens “Jetinfo”. Msmarens: kommanus «Mupocuctembr/[xery».Caiit sxypHama Www.jetinfo.ru.

agrwbdE

7.5.0n1caHne MaTepUalbHO-TEXHUYECKOTO0 06ecredeHHUsl.

OO6pa3oBarenpHas OpraHu3alys, OTBETCTBEHHAS 3a peann3anuio faHHou [IporpaMMel, pacrionaraeT COOTBETCTBYIOIIEH MaTePHATbHO-TEXHUIECKOM
0a30ii, BKJI0Yasi COBPEMEHHYIO BHIUUCIUTENbHYIO TEXHUKY, 00BEAMHEHHYIO B JIOKaJIbHYIO BEIUUCIUTENBHYIO CETh, UMEIOUIYIO BbIX0O B IHTEpHET.
Hcnonp3yrores crienualn3upoBaHHbIe KOMITBIOTEPHBIE KIIACChl, OCHAILICHHBIE COBPEMEHHBIM 000py1oBaHHeM. MaTepHuaibHas 6a3a COOTBETCTBYET
JIEHCTBYIOIIMM CAaHUTAPHO-TEXHUYECKUM HOPMaM M 00ECTIICUMBAET MPOBEICHUE BCEX BUIOB 3aHATHH (JTAOOPATOPHOM, MPAKTUUECKON, TUCITUTUTHHAPHON 1
MEKIUCIUTUTMHAPHOM MOJTOTOBKH) M HAYYHO-HCCIIeI0BATEIbCKON pabOThl 00y4aromuXcs, IPEeAYCMOTPEHHBIX YU€OHBIM IIJIAHOM.

8. CooTBeTcTBHE pe3ybTaTOB 00ydeHus 1o AaHHoMYy ajieMeHTy OIIOII pesysnbTaTam ocBoenus OIIOII ykazaHo B O61el XapaKTepUCTHUKe
OIIOIL.

9. Pa3paboTuuk (pa3paboTYHMKU) IPOTPaMMBbl.

K.T.H., c.H.C., IIumtorun ITaBen JIbBoBHY
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