Kadenpa CII
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Marucrepckas nporpamma’ KoMnujisiTopubie TeXHOJI0Tun'"

OcHOBHBIE TIOHATHUS JETYKTUBHOU Bepudukammu. MeTo sl JoKa3aTeIbCTBA
KOPPEKTHOCTH IIPOTPaMM.

OcCHOBHBIE TIOHATHS ACTYKTUBHOU BepuduKkammu. MeToapl JoKa3aTeabCTBa
3aBEPIIMMOCTH MPOrpPaMM.
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1. Bysoanos, Kopuvixun, [langépos, Ilempenxo, Xopowunos. IIpakmuxym no 0e0ykmugHou
sepuguxayuu npoepamm: yyebno-wemoouyecxkoe nocooue.—M.:MAKC-IIpecc,2014.

2. B.Meiiep. O6vexmno-opuenmupoganioe KOHCmpyuposatue npozpammuuix cucmem—M.: Pycckas Pedaxyus,2005.

OcHoBHble cBefieHUs 00 00bekTHOM si3bIke orpanndenuit (OCL): cocta OCL-BbIpaskeHMsI, HaBUTALHS
10 aCCOLMALIUAM, BUIbI KOJUIEKIIUH, OTlepaliuyl ¢ KOJUIEKIUAMHY, YUET HACIe0BaHUS BBBIPAXKEHUAX U
HacineoBaHue orpannyeHuit. [Ipumeps! ucnonszoBanus OCL.

Crioco6b! 00bEKTHO-PEISALIMOHHOI0 OTOOPAaXKEHUs JJ1s1 KI1acCOB U aTpUOYTOB, OMHApHBIX U N-apHBIX
accouuanui, K1accoB accoluanuil, uepapxuil Haciaenosanus. IIpuMepsl IpUMEHEHUs 3TUX
croco0oB. MojienupoBaHe CXeMbl PEISILIMOHHOM 0a3bl JaHHBIX C IOMOLIbIO JUArpaMMbl KJIACCOB.
OO0pas3ibl (MaTTepHbl) MPOSKTHPOBAHUS, X KiIaccu(uKarus u crocod onucanus. [Ipumepst
00pa310B: CTPYKTYpPHOTO, TOBEIEHYECKOTO U MOPOKIAOLIETO.
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1. Apnoy /., Heiiuumaom A. UML 2 u ynugpuyuposannoiii npoyecc. Ipaxmuueckuii
00bekmHo-opueHmuposannblll anams u npoexkmuposanue.- CI16.: Cumson-Ilnoc.-2008.
Thasals.

2. Pambo [oc., bnaxa M. UML 2.0. Ob6wvexmuo-opuenmuposanioe Mooeiupo8anue u
paspabomxa. - CI10.: I[Tumep.- 2007. [ nagvt 3 ul9.

3. Tamma 3. u op. Ilpuemvl 06vLeKMHO-OPUESHMUPOBAHHOLO NPOEKMUPOBAHUS.
Ilammepnuvt npoexmuposanus.: Ilep. caunen. - CI16.: Ilumep, 2016.

OcHOBHBIE TOHATHST 0€30MACHOCTH HH(POPMAIHH: KOH(PUIEHITUATEHOCTb, IIEIOCTHOCTD,
JOCTYIMHOCTh. Bunb! 3anutel ungopmanuu. Moaens benna-Jlanamyssl. [Toustue ommokwu,
YSI3BUMOCTH B IIPOTPAaMMHOM 00€CTIeYeHUH, TPUMEPBHI.

OmmoOka Tumna «aepenonHenue oydepay. BoimoaHeHe Mpou3BOILHOTO KOJIa HA UCTIOJIHUMOM
creke. [IpoTuBoelicTBUE BBINOJHEHHIO KOJIa HA CTEKE: «KaHaperka», DEP. Beinonnenue
IPOM3BOJILHOTO KOJIa Ha HEMCIIOTHUMOM cTeke. Return-to-libc, return-oriented programming
(ROP).

Cratudeckuil aHaU3 UCXOJHOTO KOJa € IENbI0 MOMCKa OMUOO0K. THUITBI 0OHAPYKUBAEMBIX
ommOoK. [1yTs pacnipocTpanenus omuOKu: source, propagation, sink. [ToTokoBast 1 KOHTEKCTHas
4yBCTBUTEIHLHOCTH. KauecTBO pe3ynbrara ananu3a: false/truepositive/negative. Mutepnperarius
pe3yJIbTaTOB aHATHU3A.

[IpumeneHne OTIaIKH ISl OIIEHKA BO3MOKHOCTH DKCILTyaTalluu ysa3BUMOcTel. TexHomoruu
otnaaku. OTiaaka noiab30BaTeabCcKoro koja. [lonHocucreMHas otinaaka B BUPTyalbHOM MalllMHE.
Cratuyeckoe u AMHAMHUYECKOe HHCTpyMeHTupoBaHue. da33unr. PaznoBugHocty (ha33unra:
YEPHBIN AMIUK, OCTIBINA SIMNUK, CEPHIN SATTUK.

CHUMBOJILHOE BBITIOJTHEHHE: OCHOBHBIE MOHATUA. Cxema paboThl CUCTEMBI CUMBOJIBHOTO
BoinoaHenus. [Ipeaukar mytu, npeaukar 6e3omacHocTy. [Ipobiema SKCIOHEHIIMATEHOTO
B3pbIBa, CTPATETUHU BHIOOPA CIIEYIOIIETO COCTOSHUS.
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BrianChess,JacobWest.SecureProgrammingwithStaticAnalysis/Addison-WesleyProfessional,2007.
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EdwardJ.Schwartz, ThanassisAvgerinos,andDavidBrumley.Q:ExploitHardeningMadeEasy.

Al Bessey, Ken Block, Ben Chelf, Andy Chou, Bryan Fulton, Seth Hallem, Charles Henri-Gros, AsyaKamsky,
Scott McPeak, Dawson Engler. A Few Billion Lines of Code Later: Using Static Analysis to FindBugsinthe Real
World.

William R. Bush, Jonathan D. Pincus, David J. Sielaff. A Static Analyzer for Finding

DynamicProgramming Errors.

EliBendersky.Cepus cmameii “Howdebuggerswork”.

Chow J., Garfinkel T., Chen P. M. Decoupling dynamic program analysis from execution in virtualenvironments //
USENIX 2008 Annual Technical Conference on Annual Technical Conference. — 2008. — C. 1-14

Nethercote N., Seward J. Valgrind: a framework for heavyweight dynamic binary instrumentation //
ACMSigplannotices.—ACM,2007.-T.42.— Ne.6.—C. 89-100.

Amunu I1., Cammon M., I'pun A. Fuzzing: uccrnedosanue ysa3eumocmei Memooom epyoou cuibl. —
Cumeson-Ilnoc, 2009.

Edward J. Schwartz, Thanassis Avgerinos, David Brumley. All You Ever Wanted to Know
aboutDynamicTaintAnalysisandForwardSymbolicExecution(butmighthavebeenafraidtoask),2010

C. Cadar, D. Dunbar, D. Engler. KLEE: Unassisted and Automatic Generation of High-Coverage Tests
forComplexSystemsPrograms,2008.

11. Merox Hymepanuu 3Hau€HUW B Mpenaenax 0a3oBoro Ojoka W B Mpeaenax MpPOUEAYpHI.

Peanuzanusa merona OyTeM IOCTPOCHUS OPHUCHTHPOBAHHBIX AIUKINYCCKHUX rpa(1)0B n

UCIIOJIb30BAHUS XEII-TA0JHII.

12. UckmroyeHne 4acTUIHO-U30BITOUHBIX BI)Ipa)KeHI/Iﬁ MCTOJO0M aHaJIu3a IIOTOKAa JaHHBbIX.

13. I'pad 3aBucHMOCTEN TPOrPaMMBI: OMpeIeIeHHEe, TOCTPOCHUE, IPUMEHEHHE.

14. TIpoGnemMbl CTaTHYECKOTO aHain3a OOBEKTHO-OPUEHTHUPOBAHHBIX s3bIKOB (C++, Java). Ilorok
yIpaBlIeHUs] B MPUCYTCTBHHM HCKIIOYEHUU. BBI30BBI MO ykazaTemo W ux aHamui. llonstue
OJIeBUPTYaTH3AIIH.

15. ncTpyMeHTHpOBaHKE NPU TMHAMUYECKOM aHAJIU3€: MHCTPYMEHTUPOBAHNE UCXOAHOIO KOJa
IIporpamMM Ipv KOMIWIALUH, TMHAMUYECKasl JBONYHAS TPAHCIIALIMS.
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1. Anegpeo B. Axo, Monuka C. Jlam, Pasu Cemu, /[picecpppu /1. Ynoman. Komnunamopsei: npunyunsl, mexHoio2uu
uurncmpymenmapuii. Bmopoe uzoanue. Mockea, Bunvsimc, 2008.

16. Undopmanmonnas 6e3omacHocTs. Llnpposanmne nanabix. KpunrorpadudeckascToRKOCTb.
Cummerpuunas kpuntorpadus. brounsiit mudp (DES) u ero pexxumMbl. AccuMeTpHUHbIE
cxemsbl (RSA u Iuddu-Xennmana). Kox ayrenTuduxanuu
(MAC).Hudposasnoanucs(DSA).

17. TlonsiTHe aHOHUMHOCTH TIOJB30BaTeNsd B ceTu. MmeHTudukaropsl Mmojap30BaTessi B CETHHA
pasHbIX ypoBHsX (ycTpoiictBa, OC, I10). [Toaxoas! K 1eaHOHUMHU3AIUN U CTIOCOOBI 3aIIUTHI.
Konuernmus anonuMubeix cereit (Mix u Tor). JlykoBas MapumpyTtusanus. Buablatak
HAaHOHHUMHBIECETH.
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OnuopioTanenbaym,/[36uo Yazeponr. Komnviomepnviecemu. I lamoeusoanue.—CII6. : Iumep,201 2.
JonMarkAllem.OSandApplicationFingerprintingTechniques.—SANSInstitute,2007.

Grahn, K. J., Forss, T., &Pulkkis, G. Anonymous Communication on the Internet.
ProceedingsoflnformingScience&ITEducationConference(InSITE)2014(pp.103-120).



