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1. KpaTkas aHHOTaLMs:

Haseanue oucyunaunst T€OPETUKO-KOJOBbIE KOHCTPYKIIMU B KpUNITOTpaduu

Heapb uzydenus TucUIUIMHBI — Kypc Mo3BOIISIET pacIMPUTh 3HAHUS B 001aCTH KpUIITOTpaduu.
B kypce paccmarpuBaroTCsi OCHOBHBbIE MpOOJEMbl M 3aJaud, CBSI3aHHbIE C pa3pabOTKON H
aHAJIM30M TEOPETUKO-KOJIOBBIX MOCTKBAHTOBBIX KPUIITOCUCTEM C OTKPHITHIM KIIF0UOM. OCHOBHOE
BHUMaHUE yJEJICHO KOAOBBIM KOHCTpyKUMsM Tuna Mak—D0Omuca u Huneppaiitepa.
PaccmarpuBaroTcs BOIPOCH aHAIU3a TAKUX KPUITOCUCTEM.

2. YpoBeHb BhICIIEro 00pa3oBaHUs —aCIUPaHTypa

3. Hayunas cnemmansnocts 1.2.1., 1.2.2., 1.2.3, 1.1.2,, 114, 115, 1.1.6., 235, 236,
oTpaciib Hayku: OU3NKO-MaTeMaTHICCKIE HAYKH,

Hayunas cneunansHocTs 1.2.2., oTpacinbs Hayku: TexHUYeCKHue HAyKU
4. MecTto nuctUIuIMHbL (MOyJisl) B CTpyKType IIporpamMmel acriupaHTypbl 2JIEKTUBHBIN KypC.

5. O0beM AUCHUTLINHBI (MOJYJISI) COCTABIISCT 2 3a4eTHBIC SIUHUIIBI, BCero 72 vaca, U3 KOTOPBIX
28 yaca COCTaBIJIIET KOHTaKTHas paboTa acmupaHTa C mpenojaaBatesieM 44 yaca cocraBisieT
camocCTosTeNIbHas paboTa ydamerocs.

6. BxonHbie TpeOOBaHUS /17151 OCBOEHUS TUCLUUIUIMHBI (MOAYJIS), IPEIBAPUTENbHBIE YCIOBUSI.
Ha npenpiqynux ypoBHSX BBICIIEr0 00pa30BaHMs JOKHBI ObITH OCBOEHBI OOIIHNE KYPCHI:

1. MaTemaTtnueckuii aHaJIn3

2. JIuneiinas anre6pa

3. Teopus rpymi, Teopust KoJiel], TeOprs KOHEUHbIX MoJIel

4. lononHUTEIbHBIE TTIaBbl KOMOMHATOPUKHU

5. JluckpeTHas maTeMaThka



7. Cofep:kaHue AUCHUIIMHBI (MOAYJI51), CTPYKTYPUPOBaHHOE 10 TeMaM

HaumenoBanue u Bcero B Tomuncne
KPaTKoe coJiep:KaHne
(uacwl)
pa3aesioB U TeM .
( ) KonrakTHas pabdora (padoTa BO B3aNMOACHCTBHH C CamocrosiTesibHas paboTa
HCIUIIMHBI (MOIYJIst
AHCR AyIs), npenojaaBaTejeM), 4achl 00y4aroIerocs, 4achbl
U3HHUX 13 HUX
(¢opma npomekyToOUHOM
arrecranuu 1o o A Yuebuble Bcero 5 Bcero
JAHCHHILTHHE (MOIYJII0) g ¥ =3 & SaHsTH, =
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SR SR = < z = YCIIEBAEMOCTH, 55 g =
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> 2 > 2 = & SIS arrecranuh m T =2
Tema 1. OcHOBHBIE 6 2 - - - 2 4 - 4

NOHSATHUSA TEOPHH
JMHEHHBIX KOJ0B,

HCIPABJISIIONIUX OIIMOKHU
TlonsaTus xoxa, MTMHEHHOTO KOAa HAl
KOHEYHBIM mojieM. OCHOBHBIE
TapaMeTphl IMHEHHOTO KO/a: JJIHHA,
Pa3MepHOCTb, KOJOBOE PACCTOSIHUE.
[Topoxnaromiast 1 mpoBepoYHas
MaTpula JMHEHHOTO KOJa.
OcHoBHbIE (aKTHI U3 0071aCTH
TEOPHH JIMHEHHBIX KOJIOB,
HCTIPABIISIONIAX OMIMOKH: CBS3b
HCTPABIIIONICH CTOCOOHOCTH KoJia U
KOJOBOT'O PACCTOSIHUSI, CBS3b
KOJIOBOT'O PacCTOSHUA U ITapaMeTPOB




MPOBEPOYHON MaTPHUIIH,
TOPOKJIAIOIINE U TIPOBEPOUHBIC
MAaTpHIIbI, 3a71a49a JCKOINPOBAHUS
JMHEHHBIX KOJIOB

Tema 2. KonoBbie
KPHINITOCHCTEMbI THIIA
Mak- DJauca u

tunaHuneppaiitepa
OO1mas KOHCTPYKIHS
KpUIITOCUCTEMBI TUIIA Mak-

Dnuca Ha OCHOBE MIPOU3BOJIHLHOTO

JIMHEWHOT'0 KO/Ia, UMEIOIIEro
JIOCTaTO4HO 3¢ (eKTUBHBIE
aHFOpI/ITMI)I ,E[eKOI[I/IpOBaHI/IH.
ATaku C UCIOJIb30BaAHUEM
CBSI3aHHBIX M (P-TEKCTOB HA
TAKOTO TUIA KPUIITOCHCTEMEI.
O06ocHOBaHUE U OLIEHKA
CJI03KHOCTH TAaKOr'0 THIIA aTaK.
OO0mast KOHCTPYKIUSA
KpI/IHTOCI/ICTeMI)I TUIIa
Hupneppaiitepa. [Ipobaema

HyMEpanun ABOUYHBIX BEKTOPOB

(bUKCHUPOBAHHOTO Beca

Xommunra. OCHOBHBIE TTOIXO0IbI
e€ pemenwust. OLieHKa CI0XKHOCTH
AITOPUTMOB HyMEPAIIHU TAKIX

BEKTOpPOB. Borpockr

3¢ PEeKTUBHOI ITPOrpaMMHON
peanu3aniy Takoro poja
KPHUITOCHCTEM.

26

20

20




Tema 3. JIBOUYHBIE KOABI
I'onmel, KJIaccuyeckas
Kpunrocucrema Mak-
Dauca

KoHcTpyKIus 1BOMYHBIX KOJOB
I'onmbl Ha OCHOBE PALMOHANBHBIX
(GyHKIMIA HaJl KOHEYHBIM TI0JIEM.
BeIBox siBHOTO BHza
MpoBepOYHOM MaTpulbl. CBs3b
KOJI0B | "OTmBI M altbTepHAHbIX
KOJIOB, IIOCTPOCHHBIX U3 KOJOB
Puna—Conomona. ['panuna Ha
KOJIOBOE PACCTOSIHHE ABOMYHBIX
kozoB ['onmbl. PaznuuHbie BUIBI
KO/I0B [ oImbl: HENMPUBOIMMEIE U
cemapabenbHele. [ paHuIa Ha
KOJ/IOBOE PAaCCTOSHHE
cenapabenbHbIX KOJ0B ['0/10B.
Anroput™m Ilarrepcona
JIEKOANPOBAHUS JBONYHBIX KOJIOB
T'onmel. Ucnosib3oBanue
anroputMma bepiekemna-Meccu
JUISL IEKOAMPOBAHNUS TBONIHBIX
cenapabenbHbIX KOJ10B ["omnmbl.
IIpumepa noctpoeHus KogoB
TNommer. O6mas KOHCTPYKITHS
KpHUNTOCHCTEMBI Mak-0Oirca i
kpunrocucteMbl Huneppaiitepa
Ha cemapadeNbHBIX KOIax
TNommer. OrieHKa CI0KHOCTH
ITOPUTMOB FeHEpaLUU KIIouel,
MmUpPOBaHUS U pacinpOBaHUsL.

32

12

12

20

20

Tema 4. OcHOBHEIE
MeTO/AbI PUNITOAHATH3A




KO/JI0BBIX
KPHUNITOCHCTEM.

JIBa Tuma ataka Ha KOJIOBbIC
KPUINITOCUCTEMBI: aTaK1
JIEKOJIUPOBAHUs, CTPYKTYpPHBIE
aTaku.

CBs13b aTak ACKOIUPOBAHUSA C
3aJa4ei MOMCKa CJIOB MaJIoro
Beca. ATak IEKOAUPOBAHUS
CrepHa U €€ CII0)KHOCTb.
Bo3moskHas cTpykTypHas ataka
Ha KpUIITOCUCTEMBI,
MIOCTPOEHHBIE HA OCHOBE
JIBOMYHBIX cenapa0eNbHbIX KOJOB
T"onmnbl.

[Tpomexxyrounas 2 2
aTTeCTALUS: IK3AMEH
HToro 72 28 44




8. ObpazoBaTelbHBIC TEXHOJIOTUH.

[Ipu mnpoBeneHWM JIEKIIMOHHBIX 3aHATUN MPEAYyCMATPUBACTCS HCIOJIB30BAHUEC HHPOPMAITMOHHBIX
TEXHOJIOTHH, BKJIIOYAIOMUX MakeTbl MaTeMarudeckux mnporpamm: MATLAB, MATHEMATICA wu ap.
Hcnonp3oBanrne WHGOPMAIIMOHHBIX TEXHOJOTHI OCYIIECTBISICTCS, B YACTHOCTH, B MIPOIIECCE peaTN3aluu
AKTUBHBIX ¥ WHTEPAKTHBHBIX (OpM TpoBelcHUs 3aHsATHH. WHPOpMAIMOHHBIE W WHTEPaKTUBHBIC
TEXHOJIOTUU HUCIOJIB3YIOTCS MPU OOCYKIEHUU MPOOJIEMHBIX M HEOJHO3HAYHBIX BOIMPOCOB, TPeOYIOMUX
BBIPA0OTKH PEHICHHS B CUTYaIlUU HEONPEACICHHOCTH.

9. YuebHOo-MeTOANYECKUE MAaTEPHUAIIBI JI1 CAMOCTOSITEILHON pabOThl IO TUCHHUILIHHE (MOIYIIIO):

CamocrosTenbHas pa60Ta yqamuxcsa COCTOUT B HM3YUYCHUHU JICKIHMOHHOI'O Marcpuaiia, yqe6Ho-
MGTOHHHCCKOﬁ JIMTCPATYpPhI, HOATOTOBKU K TCKYHIEMY KOHTPOJIO U HpOMC)K}’TOLIHOI\/JI arTrecTanuu.

Jluteparypa ajisi CaMOCTOSITEIbHOM paOOTHI CTYJICHTOB B COOTBETCTBUU C TEMATUUECKUM ILJIAHOM .

Tema 1 «OcCHOBHbBIE IOHATHS TEOpUH JMHEHHBbIX KO10B, HCIIPABJHAIOIIUX OLIHOKI

v Maxk-Bunbsimc ®. [Ix., Ciosn H. JIxk. A. Teopust kKog0B, UCTIpaBIIsrOIIKUX OMIHOKH. - M.: CBs3b, 1979
v Bepnexamn 3. AnreOpanueckas Teopus koaupoanus. M.:Mup. 1971. 477 c.
v [Mutepcon VY., Yamnon 3. Konsl, ncnpasmstomue omudku. - M.: Mup, 1976

v Kacamu T., Tokypa H., UBagapu E., Unaraku . Teopus konuposanusa. M.: Mup. 1978. 576 c.
Tema 2 «KonoBbie kpunrocuctembl Tua Mak-Jauca u Tuna Huneppaiitepay»

v Ban Tun6opr X.K.A. OcnoBsl kpuntonoruu. IlpodeccuonansHoe pyKOBOACTBO U MHTEPAKTUBHBIN yUeOHUK.
M.: Mup, 2006. — 471 c.

v Robert J. McEliece. "A public-key cryptosystem based on algebraic coding theory." Jet Propulsion Laboratory
DSN Progress Report 42-44, 114-116. http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF

v Harald Niederreiter. "Knapsack-type cryptosystems and algebraic coding theory." Problems of Control and
Information Theory 15, 19-34. ProblemyUpravlenijaiTeoriilnformacii 15, 159-166.

v Nicolas Sendrier. "Efficient generation of binary words of given weight." Pages 184-187 in: Colin Boyd
(editor). Cryptography and Coding, 5th IMA conference, Cirencester, UK, December 18-20, 1995, proceedings.
Lecture Notes in Computer Science 1025. Springer. ISBN 3-540-60693-9.
http://www.springerlink.com/content/y43w30176331547m/fulltext.pdf

v Nicolas Sendrier. "Encoding information into constant weight words." Pages 435-438 in: Information theory,
2005. ISIT 2005. Proceedings. IEEE. http://ieeexplore.ieee.org/iel5/10215/32581/01523371.pdf?arnumber=1523371
v Thomas A. Berson. "Failure of the McEliece public-key cryptosystem under message-resend and related-
message attack." Pages 213-220 in: Burton S. Kaliski, Jr. (editor). Advances in Cryptology—CRYPTO '97. 17th
annual international cryptology conference, Santa Barbara, California, USA, August 17-21, 1997, proceedings.
Lecture Notes in Computer Science 1294. Springer. http://www.springerlink.com/index/g6708p04m618g7r1.pdf

v Bhaskar Biswas, Nicolas Sendrier. "McEliece cryptosystem implementation: theory and practice." Pages 47—
62 in: Johannes Buchmann, Jintai Ding (editors). Post-quantum cryptography, second international workshop,
PQCrypto 2008, Cincinnati, OH, USA, October 17-19, 2008, proceedings. Lecture Notes in Computer Science 5299.
Springer. http://www.springerlink.com/content/708316211158tt3g/

v Stefan Heyse. "Code-based cryptography: Implementing the McEliece scheme in reconfigurable hardware."
Diploma thesis, Ruhr Universitdt Bochum. http://www.crypto.rub.de/imperia/md/content/texte/theses/da_heyse.pdf



http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF
http://www.springerlink.com/content/y43w30176331547m/fulltext.pdf
http://ieeexplore.ieee.org/iel5/10215/32581/01523371.pdf?arnumber=1523371

v Thomas Eisenbarth, Tim Giineysu, Stefan Heyse, Christof Paar. "MicroEliece: McEliece for embedded
devices." Pages 49-64 in;: CHES '09: Proceedings of the 11th International Workshop on Cryptographic Hardware and
Embedded Systems, 2009. Lecture Notes in Computer Science 5747. Springer.
http://www.springerlink.com/content/44818244160740r1/

v Stefan Heyse. "Low-Reiter: Niederreiter encryption scheme for embedded microcontrollers.” Pages 165-181
in: Nicolas Sendrier (editor). Post-Quantum Cryptography, Third international workshop, PQCrypto 2010. Lecture
Notes in Computer Science 6061. Springer. http://www.springerlink.com/content/uj3418uw97107012/

v FalkoStrenzke. "A smart card implementation of the McEliece PKC." Pages 47-59 in: Information Security
Theory and Practices. Security and Privacy of Pervasive Systems and Smart Devices. Lecture Notes in Computer
Science 6033. Springer. http://www.springerlink.com/content/q24152518t551182/

v FalkoStrenzke. "How to implement the public key operations in code-based cryptography on memory-
constrained devices." Cryptology ePrint Archive, Report 2010/465, 2010. http://eprint.iacr.org/2010/465/
v Stefan Heyse. "Implementation of McEliece Based on Quasi-dyadic Goppa Codes for Embedded Devices".

Pages 143-162 in: Post-Quantum Cryptography 4th International Workshop, PQCrypto 2011, Taipei, Taiwan,
November 29-December 2, 2011, proceedings Lecture Notes in Computer Science 7071. Springer.
http://www.springerlink.com/content/1111u8m45r2215n5/

v Paulo S. L. M. Barreto, Richard Lindner, Rafael Misoczki. "Monoidic Codes in Cryptography." Pages 179—
199 in: Post-Quantum Cryptography 4th International Workshop, PQCrypto 2011, Taipei, Taiwan, November 29—
December 2, 2011, proceedings Lecture Notes in  Computer  Science  7071.  Springer.
http://www.springerlink.com/content/9v23w853vk80n024/

v Daniel J. Bernstein. "Simplified high-speed high-distance list decoding for alternant codes.”" Pages 200-216
in: Post-Quantum Cryptography 4th International Workshop, PQCrypto 2011, Taipei, Taiwan, November 29—
December 2, 2011, proceedings Lecture Notes in  Computer  Science  7071.  Springer.
https://cr.yp.to/papers.html#simplelist

Tema 3 «/IBouuHnble koAbl ['onnbl, K1accuueckas KpunTocucrema Mak-Jiancay

4 Mak-Bunbsmc @. JIx., Cnosn H. JIx. A. Teopust KoJoB, uctpasistonux omuoku. - M.: Csizp, 1979

v I'omma B.JI. Koxel Ha anredpanyeckux kpusbix, JJAH CCCP 259 (1981):6, 1289-1290

v Nicholas J. Patterson. "The algebraic decoding of Goppa codes." IEEE Transactions on Information Theory
IT-21, 203-207. MR 51:15175.

http://ieeexplore.ieee.org/Xplore/login.jsp?url=/iel5/18/22749/01057049.pdf?arnumber=1057049

v Elia, Michele &Viterbo, Emanuele &Bertinetti, G. (1999). Decoding of binary separable Goppa codes using
Berlekamp-Massey algorithm. Electronics Letters. 35. 1720 - 1721. 10.1049/el:19991190.

v Daniel J. Bernstein. "List decoding for binary Goppa codes." Pages 62-80 in: Yeow Meng Chee, Zhenbo Guo,
San Ling, Fengjing Shao, Yuansheng Tang Huaxiong Wang, Chaoping Xing (editors). Coding and Cryptology: Third
International Workshop, IWCC 2011, Qingdao, China, May 30-June 3, 2011, proceedings. Lecture Notes in Computer
Science 6639. Springer. https://cr.yp.to/papers.html#goppalist

v Paulo S. L. M. Barreto, Richard Lindner, Rafael Misoczki. "Decoding square-free Goppa codes over Fp."”
Cryptology ePrint Archive, Report 2010/372, 2010. http://eprint.iacr.org/2010/372/

Tema 4 «OcHOBHEBIE METOAbI KPUIITOAHAJINU3A KOAOBLIX KPUIITOCUCTEM»

v Robert J. McEliece. "A public-key cryptosystem based on algebraic coding theory." Jet Propulsion Laboratory
DSN Progress Report 42-44, 114-116. http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF

v Dilip V. Sarwate. "On the complexity of decoding Goppa codes." IEEE Transactions on Information Theory
23, 515-516. http://www.ifp.illinois.edu/~sarwate/pubs/Sarwate77Complexity.pdf

v Jacques Stern. "A method for finding codewords of small weight." MR 1023683. Pages 106-113 in: Gerard D.
Cohen, Jacques Wolfmann (editors). Coding theory and applications. Proceedings of the Third International



http://ieeexplore.ieee.org/Xplore/login.jsp?url=/iel5/18/22749/01057049.pdf?arnumber=1057049
https://cr.yp.to/papers.html#goppalist
http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF

Colloquium on Coding Theory held in Toulon, November 2—-4, 1988. Lecture Notes in Computer Science 388,
Springer. ISBN 0-387-51643-3. MR 90i:94001. http://www.springerlink.com/index/79665155m26n9q72.pdf

v Anne Canteaut, Nicolas Sendrier. "Cryptanalysis of the original McEliece cryptosystem.” MR 2000i:94042.
Pages 187-199 in: Kazuo Ohta, Dingyi Pei (editors). Advances in cryptology—ASIACRYPT'98. Proceedings of the
International Conference on the Theory and Application of Cryptology and Information Security held in Beijing,
October 18-22, 1998. Lecture Notes in Computer Science 1514, Springer. ISBN 3-540-65109-8.
http://www.springerlink.com/index/64RNX94MGO0Y 32KNG.pdf

v Anne Canteaut, Florent Chabaud. "A new algorithm for finding minimum-weight words in a linear code:
application to McEliece's cryptosystem and to narrow-sense BCH codes of length 511." IEEE Transactions on
Information Theory 44, 367-378. MR 98m:94043. ftp://ftp.inria.fr/INRIA/tech-reports/RR/RR-2685.ps.gz

v Anne Canteaut, Herve Chabanne. "A further improvement of the work factor in an attempt at breaking
McEliece's cryptosystem."” In: Pascale Charpin (editor). EUROCODE 94. http://www.inria.fr/rrrt/rr-2227.html
v Alexei E. Ashikhmin, Alexander Barg. "Minimal vectors in linear codes.” IEEE Transactions on Information

Theory 44, 2010-2017. http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=705584

10. PecypcHoeoOecnieuenue:

e [lepedeHb OCHOBHOI M BCIIOMOTaTeNIbHOM Y4eOHOI TUTEpaTyphl KO BCEMY KypCy
OcHoBHas uTEparypa:

1. Maxk-Bunbsmc @. [x., Cnosn H. JIx. A. Teopust KoJ0B, HCTIpaBIsSOMKX omuOKy. - M.: CBs3p, 1979
Bepnexammn 3. Anrebpanyeckas Teopust koguposanus. M.:Mup. 1971. 477 c.

N

3. Ban Tun6opr X.K.A. OcHoBsl kpuritonoruu. IlpodeccrnonanbHoe pyKOBOJICTBO M MHTEPAKTUBHBINA YUeOHUK.
M.: Mup, 2006. — 471 c.

4. Robert J. McEliece. "A public-key cryptosystem based on algebraic coding theory.” Jet Propulsion Laboratory
DSN Progress Report 42-44, 114-116. http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF

5. Harald Niederreiter. "Knapsack-type cryptosystems and algebraic coding theory." Problems of Control and
Information Theory 15, 19-34. ProblemyUpravlenijaiTeoriilnformacii 15, 159-166.

6. Nicolas Sendrier. "Efficient generation of binary words of given weight." Pages 184-187 in: Colin Boyd
(editor). Cryptography and Coding, 5th IMA conference, Cirencester, UK, December 18-20, 1995, proceedings.
Lecture Notes in Computer Science 1025. Springer. ISBN 3-540-60693-9.
http://www.springerlink.com/content/y43w30176331547m/fulltext.pdf

7. Nicolas Sendrier. "Encoding information into constant weight words." Pages 435-438 in: Information theory,

2005. ISIT 2005. Proceedings. IEEE.
http://ieeexplore.ieee.org/iel5/10215/32581/01523371.pdf?arnumber=1523371
8. Thomas A Berson. "FailureoftheMcEliecepublic-keycryptosystemundermessage-resendandrelated-

messageattack.” Pages 213-220 in: Burton S. Kaliski, Jr. (editor). AdvancesinCryptology—CRYPTO '97. 17th
annualinternationalcryptologyconference, Santa Barbara, California, USA, August 17-21, 1997, proceedings.
Lecture Notes in Computer Science 1294, Springer.
http://www.springerlink.com/index/g6708p04m618g7r1.pdf

9. BhaskarBiswas, NicolasSendrier. "McEliececryptosystemimplementation: theoryandpractice.” Pages 47-62 in:
JohannesBuchmann, JintaiDing (editors). Post-quantumcryptography, secondinternationalworkshop, PQCrypto
2008, Cincinnati, OH, USA, October 17-19, 2008, proceedings. Lecture Notes in Computer Science 5299.
Springer. http://www.springerlink.com/content/708316211158tt3g/


http://www.springerlink.com/index/7g665155m26n9g72.pdf
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http://www.springerlink.com/content/y43w30176331547m/fulltext.pdf
http://ieeexplore.ieee.org/iel5/10215/32581/01523371.pdf?arnumber=1523371
http://www.springerlink.com/index/g6708p04m618g7r1.pdf
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13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

StefanHeyse. "Code-basedcryptography: ImplementingtheMcElieceschemeinreconfigurablehardware."
Diplomathesis, RuhrUniversitdtBochum.
http://www.crypto.rub.de/imperia/md/content/texte/theses/da_heyse.pdf

Thomas Eisenbarth, TimGiineysu, StefanHeyse, ChristofPaar. "MicroEliece: McElieceforembeddeddevices."”
Pages 49-64 in: CHES '09: Proceedingsofthe 11th International
WorkshoponCryptographicHardwareandEmbedded Systems, 2009. Lecture Notes in Computer Science 5747.
Springer. http://www.springerlink.com/content/44818244160740r1/

StefanHeyse. "Low-Reiter: Niederreiterencryptionschemeforembeddedmicrocontrollers.” Pages 165-181 in:
NicolasSendrier (editor). Post-Quantum Cryptography, Thirdinternationalworkshop, PQCrypto 2010. Lecture
Notes in Computer Science 6061. Springer. http://www.springerlink.com/content/uj3418uw97107012/
FalkoStrenzke. "A smartcardimplementationofthneMcEliece PKC." Pages 47-59 in: Information Security
TheoryandPractices. Security andPrivacyofPervasive Systems and Smart Devices. Lecture Notes in Computer
Science 6033. Springer. http://www.springerlink.com/content/q24152518t551182/

FalkoStrenzke. "Howtoimplementthepublickeyoperationsincode-basedcryptographyonmemory-
constraineddevices." CryptologyePrintArchive, Report 2010/465, 2010. http://eprint.iacr.org/2010/465/
StefanHeyse. "ImplementationofMcEliece Based onQuasi-dyadicGoppaCodesforEmbedded Devices". Pages
143-162 in;: Post-Quantum Cryptography 4th International Workshop, PQCrypto 2011, Taipei, Taiwan,
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Bomnpocs 11t mpomMeXyTOUHON aTTecTaluu — 3a4eTa (3K3aMeHa):

Kpunrocucrema Mak-2Dnuca, 00111asi KOHCTPYKIIHS

Kpunrocucrema Huneppaiitepa, o01ast KOHCTPYKIIHS

ATaK¥ ¢ UCTIOJIH30BAHUEM CBSA3aHHBIX MHU(PP-TEKCTOB HA TAKOTO THMA KpUNTOcUCTeMbl. OOOCHOBaHHE U
OLICHKA CJIO’KHOCTH TaKOI'O TUIIA aTak.

[Ipo6nema Hymepauu ABOMYHBIX BEKTOPOB (PUKCUPOBAHHOTO Beca X3MMUHIra. OCHOBHBIE IIOJIXO/IbI €€
pemenust. OLieHKa CI0KHOCTH AITOPUTMOB HyMEpAIMK TaKUX BEKTOPOB. Borpockr s dexTuBHON
[IPOrpaMMHOM peanu3alii TaKkoro poJia KpUITOCUCTEM.

KoHcTpykius ABOMYHBIX KO0B ['ONMIbl HA OCHOBE pallMOHANBHBIX (YHKIIMI HaJl KOHEUHBIM IOJIEM.
BriBoJ siIBHOTO BH1a TPpOBEPOUYHOM MaTpullbl. CBs3b K00B ['0NMbl U anbTEpPHATHBIX KOAOB,
MIOCTPOEHHBIX U3 KoA0B Puga—Conomona.

I'panuna Ha KOJJOBOE paccTOsIHUE IBOMYHBIX KOJ0B ['omnmbl. Pa3nnynbie Buabl k0g0B ['onmsl:
HENPUBOJUMBIE U cenapadenbHble. ['paHuIa Ha KOJOBOE pacCTOsIHUE cenapadenbHbIX KOJ0B ['0/10B.
Auroputm [larTepcoHa 1eKOAMPOBaHUS IBOMYHBIX KOJIOB [ OMIIBL.

Hcnonbs3oBanue anroputma bepnexkemmna-Meccu U1 1eKOAUPOBaHUS ABOUYHBIX cernapadeabHbIX KOJIOB
I'onmsl. [Tpumepa noctpoenust koaoB ['onmel.

OO01m1ast KOHCTPYKIIMA KpUnTocucTeMbl Mak-Onuca u kpunrocuctemsl Huneppaiitepa Ha
cenapalenbHbIX Kojax ['onmbl. OLeHKa CI0KHOCTH arOPUTMOB T€HEPAIlK KITF0UYel, I poBaHUs U
pacigpoBaHus.

JIBa THMa aTaka Ha KOJIOBbIE KPUIITOCUCTEMBI: aTakU JE€KOJAUPOBAHUSI, CTPYKTYpPHBIE aTaKH.

CBs13pb aTak AEKOJUPOBAHUS C 3a7auell IoKcKa CI0B Majoro Beca. Ataku aekoaupoBanus CtepHa u e€
CJIOKHOCTb.

Bo3moxHast cTpyKTypHas aTaka Ha KpUITOCUCTEMBI, TOCTPOEHHBIE HA OCHOBE IBOUYHBIX
cenapalesbHbIX KOJI0B [onmbl.
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