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Pabouast mporpamma qucHMIUIMHEBI pa3padoTana B cooTBeTcTBUU ¢ [Ipuka3zom Pextopa MI'Y Nel216
oT 24 nosiopst 2021 roma «O6 yrBepkaenun TpeGoBaHMH K OCHOBHBIM IpPOTpaMMaM ITOATOTOBKH
HAYYHBIX M HAay4YHO-TIEIarOrMYECKHX KaJIpoB B aCHHPAHTYpPE, CaMOCTOATEIBHO YCTaHABIMBACMBIX

MOCKOBCKHUM rocyaapCTBEHHBIM YHUBEPCUTCTOM UMCHU M.B.JIomonOCOBaY

1. KpaTkast aHHOTAIMA:

Kypc mosBomser pacmuputh 3HaHMA B obOnactu Kpunrorpadguu. B Kypce paccmarpuBaroTcs
OCHOBHBIC TPOOJIEMbl M 3a/auyd, CBA3aHHBIE C Pa3pabdOTKOM M aHAIM30M TEOPETUKO-KOJOBBIX
MTOCTKBAHTOBBIX KPHUITOCUCTEM C OTKPBITHIM KiIFouoM. OCHOBHOE BHHMMaHHUE YAEJICHO KOJOBBIM
KOHCTpyKUusaM Tuna Mak—O3nuca u Hupeppaiitepa. PaccmarpuBaioTcs BONPOCH aHAIM3a TaKUX

KPUIITOCUCTEM.

O,Z[Ha U3 3aa4 KypcCa 3aKJIKYacTCd B PpPa3BUTUU CIIOCOOHOCTH K KPUTHYCCKOMY aHaJIU3y
COBPEMCHHBIX HAay4YHBIX ,I[OCTI/I)I(SHI/Iﬁ, TCHCPHUPOBAHUIO HOBBIX uaeu IIpu PCUICHUHU

HCCICA0BATCIIbCKUX U MPAKTUYCCKUX 3a/lad, B TOM YUCJIC B MCKAUCHUIIJIMHAPHBIX o01acTsX.

2. YpoBeHb BhICIIEro 00pa30BaHuUs — MMOATOTOBKA KaJIPOB BhICIICH KBaTU(DUKAIIIH.

3. Hayynas cneuuanbHOCTh B oTpaciu ¢u3MKo-mMaTemMarnueckux Hayk - 1.2.1., 1.2.2.,1.2.3., 1.1.2,,

1.1.4,1.1.5.,1.1.6.,2.3.5., 2.3.6., a TakKke B OTPAC/I TEXHAYECKUX HAYK - 1.2.2.

4. Mecro pucuumiauHsl (Monyns) B crpykrype Ilporpammel acnupanTypsl: OOsi3aTenbHbIE

Jucuunnuael (Moxynun) - QakynbTeTcKas JUCHUILTHHA (00s13aTeNbHAs JUCIUILTNHA 110 BEIOODY).

5. O0beM TUCIUTUTMHBI (MOIYJIS) COCTaBIsET 2 3a4eTHBIC SIUHUIIBI, BCEro 72 daca, U3 KOTOPhIX 28
4acoB COCTaBJS€T KOHTaKTHas paboTa acmupaHTa ¢ THpenojaaBareneMm, 44 daca cocTaBiseT

caMmocTosiTeNbHas padoTa acMpaHTa.

6. BxonHble TpeOOBaHUS 1711 OCBOEHUS AUCLUILINHBI (MOYJIs), IPEIBAPUTENIbHbIE YCIOBUSI.
Ha npenpiynmx ypoBHSX BBICIIEr0 00pa30BaHMs JOKHBI OBITH OCBOEHBI OOIINE KYPCHI:

1. MaTemaTtuueckuii aHaJIn3

2. JluneiiHas anredpa

3. Teopus rpymm, TeopHst KOJell, TeOpUsi KOHEUHBIX MOJIeH

4. JlonionHUTEIbHBIE TJIaBbl KOMOMHATOPUKU

5. JluckpeTHass MmaTeMaTuka



7. CopeprkaHue JUCHUILTUHBI (MOIYJIS), CTPYKTYPHUPOBAHHOE MO TeMaM

- Bcero B Tom uncne
(4achr)
KonTakTHas padora (paboTa Bo B3aMMOelCTBHH € CamocTrosiTeqibHast padoTa
npenoaaBaTeieM), Yachl 00y4aIolerocs, 4acobl
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Tema 1. OCHOBHBIE TOHATHS 6 2 - - - - 2 4 - 4

TCOpUHU JIMHEHHBIX KOI0B,
HCIIPABJIAIOMINX OIIHNOKH

Tlonsatus xoma, TMHEHHOTO
KOJ1a HaJT KOHEYHBIM ITOJICM.
OcCHOBHBIE TapaMeTpsl
JUHEHHOro Ko/a: JUIHHA,
pPa3sMepHOCTH, KOJIOBOE
paccrognue. [lopoxaatomas u
MPOBEPOYHAS MATPHUIIA
JTHHEHHOro koaa. OCHOBHEIC
(hakThbl U3 00JIACTH TCOPUH
JUHEHHBIX KOJOB,




HCITPABJISIONTNX OITHOKH:
CBSI3b HCITPABIISIONICH
CIOCOOHOCTH KO/a U
KOZIOBOTO PaCCTOSTHUS, CBS3b
KOZIOBOTO PACCTOSHUS H
[1apaMeTPOB IIPOBEPOYHOU
MAaTPHIIBL, TTOPOKAAFOIIUE U
MIPOBEPOYHBIE MATPHIIHI,
3a/1aya JeKOIUPOBAHUS
JIMHENHBIX KOJIOB

Tema 2. KogoBrie
KPHUIITOCUCTEMBI THUITA Mak-
Omuca u TunaHuneppaiirepa

OO61mas KOHCTPYKITHS
KPHUIITOCUCTEMBI THITa Mak-
DIrca Ha OCHOBE
IIPOU3BOJIBHOIO JIUHEHHOTO
KO/1a, IMEIOILETr0 JOCTATOYHO
3¢ GEeKTHUBHBIE AITOPUTMBI
JIEKOUPOBAHMSI. ATaKH C
WCTIOJIb30BaHUEM CBA3aHHBIX
MU (P-TEKCTOB HA TAKOTO
THTIA KPUITTOCUCTEMBI.
O6ocHOBaHME U OLIEHKA

CJIOKHOCTH TAKOI'O THUIIA aTakK.

OO0m1ast KOHCTPYKLHS
KPHUIITOCUCTEMBI THIIA
Hupneppaiitepa. [Ipo6iema
HYMEpAaIH ABOUYHBIX

26

20

20




BEKTOPOB (PHKCHPOBAHHOTO
Beca Xs>MMuHra. OCHOBHBIE
MOAXO/BI €€ pelIeHusl.
OreHKa CII0KHOCTH
aNTOPUTMOB HyMepaIliu
TaKUX BEKTOpPOB. Bornpocsl
3¢ deKTUBHOM MPOrpaMMHON
peam3anny Takoro poaa
KPUIITOCUCTEM.

Tema 3. JIBon4HBIE KOJBI
[Nonmibl, kMaccuueckast
Kpurnrocuctema Mak-
Onuca

KoHcTpyKIust TBOMYHBIX
Koz10B ['onmbl Ha OcHOBE
pauroHaNbHBIX (PYHKIMH HaJ
KOHEYHBIM 1oJieM. BeiBoa
SIBHOTO BH/1a IPOBEPOYHOM
Mmatpuubl. CBA3b KOIOB
lonmel 1 ankbTepHAHBIX KOJIOB,
MOCTPOEHHBIX U3 KOJIOB
Puna—Conomona. I'pannna
Ha KOJIOBOE PACCTOSIHHE
JIBOWYHBIX KOJIOB [ OMITBI.
Paznuunble BUIIBI KOJIOB
lNonmer: HenpuBOgUMEIE U
cenapabenpHbie. | panniia Ha
KOJIOBOE pacCTOSIHUE
cernapa0esbHBIX K010B ['00B.
Anroputm IlarTepcona
JEKOJUPOBAHUS IBOMYHBIX

32

12

12

20

20




Koz0B I'onmsl.
Hcnonp3oBanue anropurma
Bepnexemna-Meccu s
JEKOJUPOBAHUS TBOMYHBIX
cemapabesTbHBIX KOJIOB
I'onmel. [Ipumepa noctpoeHus
konoB ['onmbl. O0mas
KOHCTPYKLHSI KDUIITOCUCTEMBI
Mak-Dnuca 1 KpUITOCUCTEMBI
Huneppaiitepa Ha
cenapabebHBIX KOJax
I'onmel. OnieHKa CI0KHOCTH
ITOPUTMOB TeHEpaIun
KITFo4ei, mmdpoBaHus u
pacmmgpoBaHusl.

Tema 4. OcHOBHBIE METOIBI
pUNTOaHAIN3a KOJAOBBIX
KPHITOCHUCTEM.

JIBa THMa aTaka Ha KOJIOBbIC
KpPUIITOCUCTEMBI: aTaKU
JIEKOJUPOBAHMUS, CTPYKTYPHBIE
aTaKu.

CBs13b aTaK IEKOIUPOBAHIS C
3aj71a4eii IOMCKa CJIOB MaJIoro
Beca. ATaku JEKOJUPOBAHUS
CrepHa u €€ CIIO)KHOCTb.
BosmoskHas cTpykTypHas
aTaka Ha KpUIITOCUCTEMBI,
MTOCTPOEHHBIC Ha OCHOBE
JIBOMYHBIX cenapa0ebHbIX
KoJ10B ["ommbl.




[MpomexxyTouHast artectanus: | 2 - 2 -
9K3aMEH
Hroro 72 26 28 44




8. O6pa3oBaTeIbHBIC TEXHOJIOTHH.

[Ipu mnpoBeneHWM JIEKIIMOHHBIX 3aHATUU MPEAYyCMATPUBACTCS HCIIOIb30BAHHE HWHPOPMAIIMOHHBIX
TEXHOJIOTHH, BKIIOYAIOMMUX TNakeThl Marematudeckux mporpamm: MATLAB, MATHEMATICA u ap.
Hcnonb3oBanre WHGOPMAIMOHHBIX TEXHOJOTHI OCYIIECTBIISICTCS, B YaCTHOCTH, B IIPOIIECCE PeaTU3alHH
AKTUBHBIX M HWHTEPAKTHUBHBIX (OpM TpoBeAeHUs 3aHsATH. WHpopManuoHHBIE W WHTEPAKTUBHBIC
TEXHOJIOTUU UCHOJIB3YIOTCS MPU OOCYKIEHUU MPOOJIEMHBIX M HEOJIHO3HAYHBIX BOMPOCOB, TPEOYIOIIHUX

BBIPAOOTKH PELICHUS B CUTYallMH HEONPEIEICHHOCTH.
9. YuebHO-MeTOANYECKHE MAaTEPHAIIBI 11 CAMOCTOSITEIFHON pabOTHI IO TUCHUIIIHHE (MOIYIIIO):

CamocrosTenbHas pa60Ta yqamuxcsa COCTOUT B U3YUCHUU JICKHMOHHOT'O MaTepHraiia, y‘I€6HO'MCTOI[I/I‘ICCKOI71

JIUTCPATYpPhI, IOATOTOBKU K TCKYIIEMY KOHTPOJIIO U HpOMe)I(YTOqHOﬁ arTecranuu.
Jlutepatypa aia caMOCTOSTEIHLHOM pabOThl ACIUPAHTOB B COOTBETCTBUU C TEMATHUYECKUM TIJIAHOM.

Tema 1 «OcHOBHBIE IOHSTHS TEOPUN JTMHEWHBIX KOJOB, UCIPABIISIOIUX OIINOKI

1. Mak-Bunbsmc @. [Ix., Cnosn H. JIx. A. Teopus ko10B, uctpasisitonux omuoku. - M.: Cs3b, 1979
2. bepnexamn O. Anrebpanueckas Teopus kogupoBanus. M.:Mup. 1971. 477 c.

3. Turepcon V., Yannon 2. Konsl, ucnpasnsromniye omuoku. - M.: Mup, 1976

4. Kacamu T., Toxypa H., UBanapu E., Unaraku . Teopus konupoBanus. M.: Mup. 1978. 576 c.

Tema 2 «KomoBbie kpuntocuctemsl Tuia Mak-Jmnuca u tuna Huneppaiitepa»

1. Ban Tun6opr X.K.A. OcHoBbl kpuntojoruu. IIpodeccuonanbHoe pyKOBOJICTBO M HMHTEPAKTHUBHBIN
yuebHuk. M.: Mup, 2006. — 471 c.

2. Robert J. McEliece. "A public-key cryptosystem based on algebraic coding theory.” Jet Propulsion
Laboratory DSN Progress Report 42-44, 114-116. http://ipnpr.jpl.nasa.qov/progress_report2/42-
44/44N.PDF

3. Harald Niederreiter. "Knapsack-type cryptosystems and algebraic coding theory.” Problems of Control

and Information Theory 15, 19-34. ProblemyUpravlenijaiTeoriilnformacii 15, 159-166.

4. Nicolas Sendrier. "Efficient generation of binary words of given weight." Pages 184-187 in: Colin Boyd
(editor). Cryptography and Coding, 5th IMA conference, Cirencester, UK, December 18-20, 1995,
proceedings. Lecture Notes in Computer Science 1025. Springer. ISBN 3-540-60693-9.
http://www.springerlink.com/content/y43w30176331547m/fulltext.pdf



http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF
http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF
http://www.springerlink.com/content/y43w30176331547m/fulltext.pdf

10.

11.

12.

13.

Nicolas Sendrier. "Encoding information into constant weight words.” Pages 435-438 in: Information
theory, 2005. ISIT 2005. Proceedings. IEEE.
http://ieeexplore.ieee.org/iel5/10215/32581/01523371.pdf?arnumber=1523371

Thomas A. Berson. "Failure of the McEliece public-key cryptosystem under message-resend and

related-message attack.” Pages 213-220 in: Burton S. Kaliski, Jr. (editor). Advances in Cryptology—
CRYPTO '97. 17th annual international cryptology conference, Santa Barbara, California, USA, August
17-21, 1997, proceedings. Lecture Notes in Computer Science 1294.  Springer.
http://www.springerlink.com/index/g6708p04m618g7rl.pdf

Bhaskar Biswas, Nicolas Sendrier. "McEliece cryptosystem implementation: theory and practice.” Pages
47-62 in: Johannes Buchmann, Jintai Ding (editors). Post-quantum cryptography, second international
workshop, PQCrypto 2008, Cincinnati, OH, USA, October 17-19, 2008, proceedings. Lecture Notes in
Computer Science 5299. Springer. http://www.springerlink.com/content/708316211158tt3g/

Stefan Heyse. "Code-based cryptography: Implementing the McEliece scheme in reconfigurable
hardware." Diploma thesis, Ruhr Universitdt Bochum.
http://www.crypto.rub.de/imperia/md/content/texte/theses/da_heyse.pdf

Thomas Eisenbarth, Tim Giineysu, Stefan Heyse, Christof Paar. "MicroEliece: McEliece for embedded
devices." Pages 49-64 in: CHES '09: Proceedings of the 11th International Workshop on Cryptographic
Hardware and Embedded Systems, 2009. Lecture Notes in Computer Science 5747. Springer.
http://www.springerlink.com/content/44818244160740r1/

Stefan Heyse. "Low-Reiter: Niederreiter encryption scheme for embedded microcontrollers." Pages
165-181 in: Nicolas Sendrier (editor). Post-Quantum Cryptography, Third international workshop,
PQCrypto 2010. Lecture Notes in Computer Science 6061. Springer.
http://www.springerlink.com/content/uj3418uw97107012/

FalkoStrenzke. "A smart card implementation of the McEliece PKC." Pages 47-59 in: Information
Security Theory and Practices. Security and Privacy of Pervasive Systems and Smart Devices. Lecture
Notes in Computer Science 6033. Springer. http://www.springerlink.com/content/q24152518t551182/
FalkoStrenzke. "How to implement the public key operations in code-based cryptography on memory-
constrained devices." Cryptology ePrint Archive, Report 2010/465, 2010.
http://eprint.iacr.org/2010/465/

Stefan Heyse. "Implementation of McEliece Based on Quasi-dyadic Goppa Codes for Embedded
Devices". Pages 143-162 in: Post-Quantum Cryptography 4th International Workshop, PQCrypto 2011,
Taipei, Taiwan, November 29-December 2, 2011, proceedings Lecture Notes in Computer Science

7071. Springer. http://www.springerlink.com/content/1111u8m45r2215n5/


http://ieeexplore.ieee.org/iel5/10215/32581/01523371.pdf?arnumber=1523371

14. Paulo S. L. M. Barreto, Richard Lindner, Rafael Misoczki. "Monoidic Codes in Cryptography.” Pages
179-199 in: Post-Quantum Cryptography 4th International Workshop, PQCrypto 2011, Taipei, Taiwan,
November 29-December 2, 2011, proceedings Lecture Notes in Computer Science 7071. Springer.
http://www.springerlink.com/content/9v23w853vk80n024/

15. Daniel J. Bernstein. "Simplified high-speed high-distance list decoding for alternant codes." Pages 200—
216 in: Post-Quantum Cryptography 4th International Workshop, PQCrypto 2011, Taipei, Taiwan,
November 29-December 2, 2011, proceedings Lecture Notes in Computer Science 7071. Springer.
https://cr.yp.to/papers.html#simplelist

Tema 3 «/IBomuHbIe KOBI ['0OMIbI, KJIacCCHYECKas KpunrocucteMa Mak-2Omnuca

1. Mak-Bunbsmc @. k., Cnosn H. JIx. A. Teopus ko0oB, HCIpaBiIstonux omuoku. - M.: Ces3b, 1979

2. Tomnma B./I. Kons! Ha anrebpandeckux kpusbix, JJAH CCCP 259 (1981):6, 1289-1290

3. Nicholas J. Patterson. "The algebraic decoding of Goppa codes.” IEEE Transactions on Information
Theory IT-21, 203-207. MR 51:15175.
http://ieeexplore.ieee.org/Xplore/login.jsp?url=/iel5/18/22749/01057049.pdf?arnumber=1057049

4. Elia, Michele &Viterbo, Emanuele &Bertinetti, G. (1999). Decoding of binary separable Goppa codes
using Berlekamp-Massey algorithm. Electronics Letters. 35. 1720 - 1721. 10.1049/el:19991190.

5. Daniel J. Bernstein. "List decoding for binary Goppa codes.” Pages 62—80 in: Yeow Meng Chee,

Zhenbo Guo, San Ling, Fengjing Shao, Yuansheng Tang Huaxiong Wang, Chaoping Xing (editors).
Coding and Cryptology: Third International Workshop, IWCC 2011, Qingdao, China, May 30-June 3,
2011, proceedings. Lecture Notes in Computer Science 6639. Springer.
https://cr.yp.to/papers.html#goppalist

6. Paulo S. L. M. Barreto, Richard Lindner, Rafael Misoczki. "Decoding square-free Goppa codes over
Fp." Cryptology ePrint Archive, Report 2010/372, 2010. http://eprint.iacr.org/2010/372/

Tema 4 «OCHOBHEBIE MCTOAbI KPUIITOAHAJIN3a KOAOBBIX KPUIITOCUCTEM

1. Robert J. McEliece. "A public-key cryptosystem based on algebraic coding theory.” Jet Propulsion
Laboratory DSN Progress Report 42-44, 114-116. http://ipnpr.jpl.nasa.gov/progress_report2/42-
44/44N.PDF

2. Dilip V. Sarwate. "On the complexity of decoding Goppa codes.” IEEE Transactions on Information

Theory 23, 515-516. http://www.ifp.illinois.edu/~sarwate/pubs/Sarwate77Complexity.pdf
3. Jacques Stern. "A method for finding codewords of small weight." MR 1023683. Pages 106-113 in:
Gerard D. Cohen, Jacques Wolfmann (editors). Coding theory and applications. Proceedings of the

Third International Colloquium on Coding Theory held in Toulon, November 2—4, 1988. Lecture Notes

10


http://ieeexplore.ieee.org/Xplore/login.jsp?url=/iel5/18/22749/01057049.pdf?arnumber=1057049
https://cr.yp.to/papers.html#goppalist
http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF
http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF

in  Computer  Science 388, Springer. ISBN 0-387-51643-3. MR 90i:94001.
http://www.springerlink.com/index/79665155m26n9q72.pdf

4. Anne Canteaut, Nicolas Sendrier. "Cryptanalysis of the original McEliece cryptosystem.” MR
2000i:94042. Pages 187-199 in: Kazuo Ohta, Dingyi Pei (editors). Advances in cryptology—
ASIACRYPT'98. Proceedings of the International Conference on the Theory and Application of
Cryptology and Information Security held in Beijing, October 18-22, 1998. Lecture Notes in Computer
Science 1514, Springer. ISBN 3-540-65109-8.
http://www.springerlink.com/index/64RNX94MGO0Y 32KNG.pdf

5. Anne Canteaut, Florent Chabaud. "A new algorithm for finding minimum-weight words in a linear
code: application to McEliece's cryptosystem and to narrow-sense BCH codes of length 511." IEEE
Transactions on Information Theory 44, 367-378. MR 98m:94043. ftp://ftp.inria.fr/INRIA/tech-
reports/RR/RR-2685.ps.gz

6. Anne Canteaut, Herve Chabanne. "A further improvement of the work factor in an attempt at breaking
McEliece's cryptosystem.” In: Pascale Charpin (editor). EUROCODE 94. http://www.inria.fr/rrrt/rr-
2227.html

7. Alexei E. Ashikhmin, Alexander Barg. "Minimal vectors in linear codes." IEEE Transactions on

Information Theory 44, 2010-2017. http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=705584

10. PecypcHoe obecrieueHue:

OcHoBHas1 JiUTEparypa:

1.  Maxk-Bunbsamc @. JIx., Cnosn H. JIx. A. Teopust K0J10B, HCHpaBiIsIOIuX omuoku. - M.: CBs3b, 1979

2. bepnexamn 3. Anrebpandeckas Teopust koauposanus. M.:Mup. 1971. 477 c.

3. Ban Tun6opr X.K.A. OcnoBsl kpunronoruu. [IpodeccrmoHansHOe PYKOBOJICTBO M HMHTEPAKTHBHBIH
yuebHuk. M.: Mup, 2006. — 471 c.

4.  Robert J. McEliece. "A public-key cryptosystem based on algebraic coding theory.” Jet Propulsion
Laboratory DSN Progress Report 42-44, 114-116. http://ipnpr.jpl.nasa.gov/progress_report2/42-
A4/44N.PDF

5. Harald Niederreiter. "Knapsack-type cryptosystems and algebraic coding theory." Problems of Control
and Information Theory 15, 19-34. ProblemyUpravlenijaiTeoriilnformacii 15, 159-166.

6. Nicolas Sendrier. "Efficient generation of binary words of given weight." Pages 184-187 in: Colin
Boyd (editor). Cryptography and Coding, 5th IMA conference, Cirencester, UK, December 18-20,

11


http://www.springerlink.com/index/7g665155m26n9g72.pdf
http://www.inria.fr/rrrt/rr-2227.html
http://www.inria.fr/rrrt/rr-2227.html
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=705584
http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF
http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF

10.

11.

12.

13.

14.

1995, proceedings. Lecture Notes in Computer Science 1025. Springer. ISBN 3-540-60693-9.
http://www.springerlink.com/content/y43w30176331547m/fulltext.pdf

Nicolas Sendrier. "Encoding information into constant weight words."” Pages 435-438 in: Information
theory, 2005. ISIT 2005. Proceedings. IEEE.
http://ieeexplore.ieee.org/iel5/10215/32581/01523371.pdf?arnumber=1523371

Thomas A. Berson. "FailureoftheMcEliecepublic-keycryptosystemundermessage-resendandrelated-
messageattack.” Pages 213-220 in: Burton S. Kaliski, Jr. (editor). AdvancesinCryptology—CRYPTO
'97. 17th annualinternationalcryptologyconference, Santa Barbara, California, USA, August 17-21,
1997, proceedings. Lecture Notes in Computer Science 1294, Springer.
http://www.springerlink.com/index/g6708p04m618g7rl.pdf

BhaskarBiswas, NicolasSendrier. "McEliececryptosystemimplementation: theoryandpractice.” Pages
47-62 in: JohannesBuchmann, JintaiDing (editors). Post-quantumcryptography,
secondinternationalworkshop, PQCrypto 2008, Cincinnati, OH, USA, October 17-19, 2008,
proceedings. Lecture Notes in Computer Science 5299. Springer.
http://www.springerlink.com/content/708316211158tt3g/

StefanHeyse. "Code-basedcryptography: ImplementingtheMcElieceschemeinreconfigurablehardware."
Diplomathesis, RuhrUniversitdtBochum.
http://www.crypto.rub.de/imperia/md/content/texte/theses/da_heyse.pdf

Thomas Eisenbarth, TimGlineysu, StefanHeyse, ChristofPaar. "MicroEliece:
McElieceforembeddeddevices." Pages 49-64 in: CHES '09: Proceedingsofthe 11th International
WorkshoponCryptographicHardwareandEmbedded Systems, 2009. Lecture Notes in Computer
Science 5747. Springer. http://www.springerlink.com/content/44818244160740r1/

StefanHeyse. "Low-Reiter: Niederreiterencryptionschemeforembeddedmicrocontrollers.” Pages 165—
181 in: NicolasSendrier (editor). Post-Quantum Cryptography, Thirdinternationalworkshop, PQCrypto
2010. Lecture Notes in Computer Science 6061. Springer.
http://www.springerlink.com/content/uj3418uw97107012/

FalkoStrenzke. "A smartcardimplementationoftheMcEliece PKC." Pages 47-59 in: Information
Security TheoryandPractices. Security andPrivacyofPervasive Systems and Smart Devices. Lecture
Notes in Computer Science 6033. Springer. http://www.springerlink.com/content/q24152518t551182/
FalkoStrenzke. "Howtoimplementthepublickeyoperationsincode-basedcryptographyonmemory-
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3aHATHS IPOBOJATCS B ayAUTOPHH, OCHAILIEHHOW MYJIbTUMEANIHBIM IKPAaHOM

11. A3bIk mpenogaBaHus — pyCCKUM

12. IlpenonaBareny.

K.}.-M.H., goueHT YmkoB MBan Bragumuposuu

DOoHABI OLEHOYHBIX Cpeacrs, H606X0)11/IMLIG AJIl OHCHKHU pe3yJbTaTOB oﬁyqe}mﬂ

OO0pa3ibl ToMaNTHUX 3aJaHUH:

Kaxnplii yuammiics B mporiecce 00y4eHHUsl TOTOBUT HAayYHBIH MPOEKT, KOTOPBIN 3aKIIF0OYAETCSl B IOCTPOCHUH

KOJIOBOW KPUNTOCHCTEMBI Ha OCHOBE KaKOT0-JIMOO THIA KOAOB. [ MOCTpOEHHOH KOIOBOW KPHIITOCUCTEMBI

JOJIZKHBI OBITE YKa3aHbI:

1
2
3
4.
5
6

ANropuTM reHepaluy KIo4e, OlleHKa CII0KHOCTH
OTKpBITHIN KItOY

CexpeTHbIi KITI0Y

Anroput™ mmdpoBaHus, OLleHKa CI0KHOCTH
Anroput™m paciuudpoBaHus, OLEHKA CI0XKHOCTH

OnuceIBalOTCS BO3MOYKHBIE TUIIA aTaK Ha KPUIITOCUCTEMY, U3BCCTHBIC U3 OTKPBITBIX UCTOYHHKOB.

Bo3moxxHbIE TUIBI KOAOB JJI1 HAyYHOU pabOThI:

1.

2
3
4.
5

Konasr XsMmMuHTa

Konbl Puna—Mannepa nepBoro nopsijika
Konasr Puga—Coiomona

Pacmmpennbie ko/1b1 X3MMHUHTa

9KBI/II[I/ICT3HTHI>IG KOIbI (KOI[LI, AYaJIbHBIC K KOAY X3MMI/IHF8.).

Bormpocs! Uit npoMexXyTOYHOM aTTecTaluu —3K3aMeHa:

Kpunrocucrema Mak-Dnuca, 0011ast KOHCTPYKITHS

Kpunrocucrema Huneppaiitepa, o0mias KOHCTPYKITUS

ATaku ¢ UCTIOJIB30BAaHUEM CBSI3aHHBIX MU(P-TEKCTOB HA TAKOTO THIIAa KpunTocucTteMbl. OO0CHOBaHUE U
OLICHKA CJIO’KHOCTH TaKOI'O TUIIA aTak.

[Tpobnema Hymeparu JBOMYHBIX BEKTOPOB (PUKCHPOBAHHOTO Beca XAOMMHUHTA. OCHOBHBIE TIOJIXOIBI €€
pemienus. O1ieHKa CI0KHOCTH allTOPUTMOB HYMEpAIlUU TaKUX BEeKTOPOB. Bompocs! addekTuBHON

nporpaMMHoﬁ peajiM3alii TAKOTro poaa KpUIITOCHCTCM.
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5. KoncTpykius 1BOMYHBIX KOJOB [ '0oNIbl HA OCHOBE pallOHANBHBIX (PYHKINNA HAJ KOHEYHBIM MOJIEM.

BriBoa sIBHOTO Bujia MpoBepo4HOi MaTpullbl. CBsi3b KOJOB [ oMbl U anbTepHATHBIX KOJIOB,

IIOCTPOEHHBIX U3 KoJ0B Puna—ConomoHa.

6. I'panuiia Ha KOJIOBOE pacCTOSTHUE JBOMYHBIX KOA0B ["onmbl. Pa3nuunbie Bubl Ko10B [ omibt:

HCIIPUBOAUMBIC U cenapa6enLHHe. FpaHI/IHa Ha KOJOBOE€ PACCTOAHUEC cenapa6enLHHx KOJOB FO,Z[OB.

7. Anroputwm Ilarrepcona nekoaupoBaHus ABOUYHBIX KOIOB I ONIbI.

8. MHcnonp3oBanue anroputma bepiekemmna-Meccu Uit IeKOUPOBAHMS JBOUYHBIX cemapaOebHbIX KOJIOB

[Nonmel. [Tpumepa nocTpoeHus: Koa0B [ onibl.

9. OO6mas KOHCTPYKIHS KPUNITOCUCTEMBbI Mak-Dmuca u KpunrtocucteMbl Huneppaiitepa Ha

cerapabenbHbIX Kojax ["onmbl. OneHKa CI0KHOCTH alrOPUTMOB T€HEPAITUH KITFOUYeH, M(POBaHUS U

pacundpoBanusl.
10.
11.
CIIOXKHOCTb.

12.

CeHapa6eJ'IBHBIX KOJ10B [ onmbl.

HBa THUIIa aTaKa Ha KOJOBBIC KPHUIITOCUCTCMBI: aTAKU ACKOAUPOBAHUA, CTPYKTYPHBIC aTAKH.

CBs13b aTak JACKOAHUPOBAHUA C 3ajJayeil MoMcKa CIOB Majoro Beca. ATtaxu JACKOIUPOBAHUA CTepHa u eé

Bo3moxHas CTPYKTYpHas aTaka Ha KPUIITOCUCTEMBI, TIOCTPOCHHBIC HA OCHOBE JIBOMYHBIX

MeToauuecKkue MaTepuaJbl 1JI IMIPOBECACHUSA MPOUCAYP OUCHUBAHUSA PE3YJbTATOB Oﬁy‘{el-[]/lﬂ

OKk3aMeH IIpoXoauT I10 6I/IJ'IeTaM, BKJIIOYAarOnIicM 2 BOIIpoOCa. YPOBGHB 3HAHUI acCllipaHTa 10 KaXI0MY

BOIIPOCY HAa «OTIIMYHO», «XOPOLIO», KYAOBJICTBOPUTCIBHO», KHECYAOBJICTBOPHUTCIBLHOY.

KpnTepnu H MOKAa3aTEJIM OCHUBAHHUA O0TBETA HA IK3aMCECHE

2

3

4

5

HeynoBiieTBopUTE/IBHO

Ya0B/1eTBOPUTEIBHO

Xopowo

OT1anyno

@dparMeHTapHbIE 3HAHUS
aKTyaJIbHBIX IIPOOJIEM,
AJITOPUTMOB, TEOPEM B

obnact kpunTorpapu.

Hemnomnuele 3HaHMUS
AKTyaJIbHBIX
npo0Jem,
AITOPUTMOB, TEOPEM
B o0J1acTu

KpunTorpaduu.

CdopmupoBaHHbIe, HO
coJeprKaIme
OTJIeNIbHbIE MPOOETBI
3HAHUS aKTYyaJIbHBIX
pooem,
QITOPUTMOB, TEOPEM B
o0nactu

KpunrTorpaduu.

CchopmupoBaHHbIE U
CHCTEeMAaTHUYECKHE 3HAHUS
aKTyaJIbHBIX TIPOOJIEM,
aJITOPUTMOB, TEOPEM B 00JIaCTH

Kpunropagpuu.
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