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1. KpaTkas aHHOTa1Ms:

Haszeanue oucyunnunol T €OPETUKO-KOJOBbIE KOHCTPYKIIUHU B KpUNTOTpaduu

Heab u3ydyeHus AUCUUILUIMHBI —B Kypce paccMarpuBaroTCs OCHOBHBIE NMPOOJIEMBI M 3a/auu,
CBsI3aHHBIC C Pa3pabOTKOM M aHAIM30M TEOPETHKO-KOIOBBIX MOCTKBAHTOBBIX KPHIITOCUCTEM C
OTKPBITBIM KJII0UOM. OCHOBHOE BHUMAHHE yJI€JI€HO KOJOBBIM KOHCTPYKLUAM Tunia Mak—0Oinca
u Hupneppaiitepa. PaccMaTpuBaroTCs BOIPOCH! aHAIN3a TAKUX KPUITOCUCTEM.

2. YpoBeHb BhICIIEro 00pa3oBaHUs —aCIUPAHTypa

3. Hayunas crienmanbHocTh 2.3.6. « Memooul u cucmemul 3auumsi ungopmayuu,
ungopmayuonnas bezonacnocmsy._061nacth Hayku: OU3NKO-MaTEeMAaTUYECKUE HAYKU.

4. MecTo quciUIUIMHBI (MO2yJisl) B CTpyKType IIporpammelacinpaHTypblo0s3aTeNbHBINA KYpPCHI.

5. Obvem oucyuniunvl (MOOYI) cocmasisiem 33auemuvix eOunuysl, éce2o 108 yacos, u3z
Komopwix 28 uaca cocmasisiem KOHmMaKkmuas paboma cmyoesma c npenoodasamenem (24 uacog
3aHAMUSA IEKYUOHHO20 MUNA, 4 14aco8 Meponpusmus mexKyue2o KOHmpOoJis ycnesaemocmu u
npomedxcymounou ammecmayuu),80 waca cocmasusiem camocmosmenbHas paboma y4aue2ocs.

6. Bxonubie TpeOoBaHUS 17151 OCBOSHUS TUCUUTUTHHBI (MOAYJIS ), IPEeIBAPUTENbHbIC YCIOBUSI.
Ha npenpiaynmx ypoBHSX BBICHIETO 00Opa30BaHUS JOIKHBI OBITH OCBOESHBI OOIIUE KYPCHI:

1. MaremaTtnueckuii aHaIn3

2. Jluneiinas anredpa

3. Teopus rpy1, TEOpHs KOJIEI, TEOPHS KOHEYHBIX TOJIEeH

4. lononHUTEIbHBIE TTIaBbl KOMOMHATOPUKHU

5. JluckpeTrHas maTeMaTuka



7. Cofep>kaHue JUCHUIIMHBI (MOLYJI151), CTPYKTYPUPOBaHHOE 10 TeMaM

HauMeHoBaHue U Bceero B ToMuncne
KpaTKoe€ CoacpiKaHue
(uacwl)
pa3aejioB U TEM K 6 6 o C 6
OHTAKTHasi padora (padoTa BO B3aUMO/IeHCTBHH C aMocTosiTeJIbHAasi padoTa
JMCHUIIMHBI (MOAYJIs1),
npenonaBaTeJIeM), qacbl oﬁyqalomerocsl, qachbl
NU3HUX N3 HUX

(¢opma npomekyTOUHOM
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> 2 > 2 = & SIS arrecranuh m T =2
Tema 1. OcHOBHBIE 6 2 - - - 2 4 - 4
MOHATHUSA TCOPHUH
JIMHEHHBIX KOJ0B,
HCIPABJISIIONIUX OIIMOKHU
TlonsaTus xoxa, MTMHEHHOTO KOAa HAl
KOHCYHBIM ITIOJIEM. OCHOBHI)Ie
napaMeTpbl JIMHEHHOTO KoJa: AJInHa,
pa3MepPHOCTh, KOJIOBOE PACCTOSHHUE.
[Topoxnaromiast 1 mpoBepoYHas
MaTpula JMHEHHOTO KOJa.
OcHoBHbIE (aKTHI U3 0071aCTH
TEOpHUHU JIMHEHHBIX KOJI0B,
HUCOPaBIIIOMNX OIINOKH: CBSI3b
HCHpaBHHIOHIefI CII0cOOHOCTH KoJga u
KOJOBOI'O paCcCTOAHUA, CBA3b
KOJIOBOTO PACCTOSHHUS U APAMETPOB
MIPOBEPOYHON MATPHLIbI, 3

HOPOXKAAIOLINE U IIPOBEPOUHbBIC




MaTpHIIbl, 3a]1a4a JEKOJUPOBAHUS
JIMHEWHBIX KOJIOB

Tema 2. KogoBkie
KPUNTOCHCTEMbI THIIA
Mak- DJuuca n

tunaHuneppaiirepa
OO611ast KOHCTPYKIUSA
KpUIITOCUCTEMBI TUIIA Mak-
Dnuca Ha OCHOBE MPOU3BOJIHLHOTO
JIMHEMHOT'0 KO/Ia, UMEIOIIETO
JIOCTaTOYHO (P (eKTUBHBIC
ITOPUTMBI IEKOTUPOBAHHS.
ATaKH C UCTIONB30BaHUEM
CBSI3aHHBIX IIN(P-TEKCTOB HA
TaKOTO THUIA KPUITOCHCTEMBI.
O0o0cHOBaHME U OLICHKA
CIIO)KHOCTH TAaKOTO THIIA aTak.
OO611ast KOHCTPYKIUSA
KPHUIITOCUCTEMBI THIIA
Hupneppaiitepa. [Ipobiema
HyMepaluH JBOUYHBIX BEKTOPOB
(hMKCHPOBAaHHOTO Beca
XommuHra. OCHOBHBIE ITOIXObI
e€ pemenus. OIEHKa CI0XXHOCTU
ITOPUTMOB HyMepalny TaKux
BEKTOPOB. Borpockr

3¢ PEeKTUBHOI ITPOrpaMMHON
peanu3anuy Takoro pojaa
KPHUIITOCHCTEM.

26

20

20

Tema 3. JIBoMYHBbIE KO/bI
I'onmnbl, KJIaccuYecKas

32

12

12

20

20




Kpunrocucrema Mak-
Dumca

KoHcTpyKIHst ABOMYHBIX KOZOB
Tonmer Ha OCHOBE pallMOHANBHBIX
(YHKIMH HaJ KOHEYHBIM TTOJIEM.
BeiBox siBHOTO BHa
MIpOBEpOYHOM MaTpulbl. CBs3b
KOJ10B I OImBI M albTepHAHbBIX
KOJIOB, TIOCTPOCHHBIX U3 KOJOB
Puna—Conomona. ['panuna na
KOJIOBOE PACCTOSIHHE ABOMYHBIX
kozoB ['onmbl. PaznuuHbie BUIBI
KOJ10B ["OMmbI: HENPUBOAUMBIE U
cenapabenbHble. ['panuna Ha
KOJ/IOBOE€ PacCCTOSHHE
cemnapa0enbHbIX K0/10B ['0/10B.
Anroput™m Ilarrepcona
JIEKOANPOBAHUS JBONYHBIX KOJIOB
T'onmel. Ucnosib3oBanue
anroputMma bepiekemna-Meccu
JUISL IEKOAMPOBAHNUS TBONIHBIX
cenapabenbHbIX KO/10B ["omntbl.
IIpumMepa mocTpoeHus: KOJI0B
TNommer. O61as KOHCTPYKITHS
KpHITOCUCTEMbI Mak-3Jmca u
kpunrocucteMbsl Huneppaiirepa
Ha cemnapadeNbHBIX Kofax [ omnmbl.
Or11eHKa CIIOKHOCTH aJITOPUTMOB
TeHepanuy KIo4eH,
MU(pPOBaHUS U pacinpOBaHUsL.

Tema 4. OcHOBHBIE
MeTO/bI PUNITOAHATH3A
KOZOBBIX
KPHUIITOCHCTEM.

16




JIBa THITa aTaka Ha KOJIOBHIC
KPHUIITOCUCTEMEI: aTaKu
JEKOTUPOBAHMUS, CTPYKTypHBIE
aTak.

CBs13b aTak ACKOIUPOBAHUS C
3aJjauei MOKMCKA CIIOB Majoro
Beca. ATaku JCKOTUPOBAHUS
CrepHa U e€ CIIOKHOCTD.
Bo3moxHas cTpykTypHast aTaka
Ha KPUITOCHCTEMBI,
MOCTPOCHHBIC HA OCHOBE
JBOMYHBIX CemapadeNbHBIX KOJOB
T"onmel.

[TpomexxyTouHas 28 28 28
aTTeCTAIMs: IK3AMEH
Hroro 108




8. ObpazoBaTelbHBIC TEXHOJIOTHH.

[Ipu mnpoBeneHWM JIEKIIMOHHBIX 3aHATUN MPEAYyCMATPUBACTCS HCIOJIB30BAHUEC HHPOPMAITMOHHBIX
TEXHOJIOTHH, BKJIIOYAIOMUX MakeTbl Marematuueckux mnporpamm:MATLAB, MATHEMATICA wu ap.
Hcnonp3oBanrne WHGOPMAIIMOHHBIX TEXHOJOTHI OCYIIECTBISICTCS, B YACTHOCTH, B MIPOIIECCE peaTN3aluu
AKTUBHBIX ¥ WHTEPAKTHBHBIX (OpM TpoBelcHUs 3aHsATHH. WHPOpMAIMOHHBIE W WHTEPaKTUBHBIC
TEXHOJIOTUU HUCIOJIB3YIOTCS MPU OOCYKIEHUU MPOOJIEMHBIX M HEOJHO3HAYHBIX BOIMPOCOB, TPeOYIOMUX
BBIPA0OTKH PEHICHHS B CUTYaIlUU HEONPEACICHHOCTH.

9. YuebHO-MeTOANYECKHE MAaTEPHUAIIBI I CAMOCTOSITEILHON pabOThl IO TUCHHUILIHHE (MOJIYIIIO):

CamocrosTenbHas pa60Ta ydyamuxcsa COCTOMT B H3YYCHHMHU JICKIIMOHHOI'O Marcpualia, yqe6Ho-
MGTOI[H‘ICCKOﬁ JIMTCPATYpPhI, HOATOTOBKU K TCKYHIEMY KOHTPOJIIO U HpOMe)I(yTOIIHOfI aTrTeCTanuu.

Jluteparypa i1t CaMOCTOSITEIbHOM PaOOTHI CTYJIEHTOB B COOTBETCTBUU C TEMATUYECKUM IIJIAHOM .

Tema 1 «OcCHOBHbBIE IOHATHS TEOpUH JMHEHHBbIX KO10B, HCIIPABJHAIOIIUX OLIHOKH»

v Maxk-Bunbsimc ®. [Ix., Ciosn H. JIxk. A. Teopust Ko70B, UCTIpaBIISIOIIKUX OMIMOKU. - M.: CBs3b, 1979
v Bepnexamn 3. AnreOpanueckas Teopus koaupoanus. M.:Mup. 1971. 477 c.
v [Mutepcon VY., Yamnon 3. Konsl, ncnpasmstomue omudku. - M.: Mup, 1976

v Kacamu T., Tokypa H., UBagapu E., Unaraku 5. Teopus konuposanus. M.: Mup. 1978. 576 c.
Tema 2 «KonoBbie kpunrocuctembl Tuna Mak-Jauca u Tuna Huneppaiitepay»

v Ban Tun6opr X.K.A. OcnoBsl kpuntonoruu. IlpodeccuonansHoe pyKOBOACTBO U MHTEPAKTUBHBIN yUeOHUK.
M.: Mup, 2006. — 471 c.

v Robert J. McEliece. "A public-key cryptosystem based on algebraic coding theory." Jet Propulsion Laboratory
DSN Progress Report 42-44, 114-116. http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF

v Harald Niederreiter. "Knapsack-type cryptosystems and algebraic coding theory." Problems of Control and
Information Theory 15, 19-34. ProblemyUpravlenijaiTeoriilnformacii 15, 159-166.

v Nicolas Sendrier. "Efficient generation of binary words of given weight." Pages 184-187 in: Colin Boyd
(editor). Cryptography and Coding, 5th IMA conference, Cirencester, UK, December 18-20, 1995, proceedings.
Lecture Notes in Computer Science 1025. Springer. ISBN 3-540-60693-9.
http://www.springerlink.com/content/y43w30176331547m/fulltext.pdf

v Nicolas Sendrier. "Encoding information into constant weight words." Pages 435-438 in: Information theory,
2005. ISIT 2005. Proceedings. IEEE. http://ieeexplore.ieee.org/iel5/10215/32581/01523371.pdf?arnumber=1523371
v Thomas A. Berson. "Failure of the McEliece public-key cryptosystem under message-resend and related-
message attack." Pages 213-220 in: Burton S. Kaliski, Jr. (editor). Advances in Cryptology—CRYPTO '97. 17th
annual international cryptology conference, Santa Barbara, California, USA, August 17-21, 1997, proceedings.
Lecture Notes in Computer Science 1294. Springer. http://www.springerlink.com/index/g6708p04m618g7r1.pdf

v Bhaskar Biswas, Nicolas Sendrier. "McEliece cryptosystem implementation: theory and practice." Pages 47—
62 in: Johannes Buchmann, Jintai Ding (editors). Post-quantum cryptography, second international workshop,
PQCrypto 2008, Cincinnati, OH, USA, October 17-19, 2008, proceedings. Lecture Notes in Computer Science 5299.
Springer. http://www.springerlink.com/content/708316211158tt3g/

v Stefan Heyse. "Code-based cryptography: Implementing the McEliece scheme in reconfigurable hardware."
Diploma thesis, Ruhr Universitdt Bochum. http://www.crypto.rub.de/imperia/md/content/texte/theses/da_heyse.pdf



http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF
http://www.springerlink.com/content/y43w30176331547m/fulltext.pdf
http://ieeexplore.ieee.org/iel5/10215/32581/01523371.pdf?arnumber=1523371

v Thomas Eisenbarth, Tim Giineysu, Stefan Heyse, Christof Paar. "MicroEliece: McEliece for embedded
devices." Pages 49-64 in: CHES '09: Proceedings of the 11th International Workshop on Cryptographic Hardware and
Embedded Systems, 2009. Lecture Notes in Computer Science 5747. Springer.
http://www.springerlink.com/content/44818244160740r1/

v Stefan Heyse. "Low-Reiter: Niederreiter encryption scheme for embedded microcontrollers.” Pages 165-181
in: Nicolas Sendrier (editor). Post-Quantum Cryptography, Third international workshop, PQCrypto 2010. Lecture
Notes in Computer Science 6061. Springer. http://www.springerlink.com/content/uj3418uw97107012/

v FalkoStrenzke. "A smart card implementation of the McEliece PKC." Pages 47-59 in: Information Security
Theory and Practices. Security and Privacy of Pervasive Systems and Smart Devices. Lecture Notes in Computer
Science 6033. Springer. http://www.springerlink.com/content/q24152518t551182/

v FalkoStrenzke. "How to implement the public key operations in code-based cryptography on memory-
constrained devices." Cryptology ePrint Archive, Report 2010/465, 2010. http://eprint.iacr.org/2010/465/
v Stefan Heyse. "Implementation of McEliece Based on Quasi-dyadic Goppa Codes for Embedded Devices".

Pages 143-162 in: Post-Quantum Cryptography 4th International Workshop, PQCrypto 2011, Taipei, Taiwan,
November 29-December 2, 2011, proceedings Lecture Notes in Computer Science 7071. Springer.
http://www.springerlink.com/content/1111u8m45r2215n5/

v Paulo S. L. M. Barreto, Richard Lindner, Rafael Misoczki. "Monoidic Codes in Cryptography." Pages 179—
199 in: Post-Quantum Cryptography 4th International Workshop, PQCrypto 2011, Taipei, Taiwan, November 29—
December 2, 2011, proceedings Lecture Notes in  Computer  Science  7071.  Springer.
http://www.springerlink.com/content/9v23w853vk80n024/

v Daniel J. Bernstein. "Simplified high-speed high-distance list decoding for alternant codes.”" Pages 200-216
in: Post-Quantum Cryptography 4th International Workshop, PQCrypto 2011, Taipei, Taiwan, November 29—
December 2, 2011, proceedings Lecture Notes in  Computer  Science  7071.  Springer.
https://cr.yp.to/papers.html#simplelist

Tema 3 «/IBouunblie koAbl ['onnbl, K1accnyeckas Kpunrocucrema Mak-Jincay

4 Mak-Bunbsmc @. JIx., Cnosn H. JIx. A. Teopust KoJoB, uctpasistonux omuoku. - M.: Csizp, 1979

v I'omma B./JI. Koxel Ha anredpanyeckux kpusbix, JJAH CCCP 259 (1981):6, 1289-1290

v Nicholas J. Patterson. "The algebraic decoding of Goppa codes." IEEE Transactions on Information Theory
IT-21, 203-207. MR 51:15175.

http://ieeexplore.ieee.org/Xplore/login.jsp?url=/iel5/18/22749/01057049.pdf?arnumber=1057049

v Elia, Michele &Viterbo, Emanuele &Bertinetti, G. (1999). Decoding of binary separable Goppa codes using
Berlekamp-Massey algorithm. Electronics Letters. 35. 1720 - 1721. 10.1049/el:19991190.

v Daniel J. Bernstein. "List decoding for binary Goppa codes." Pages 62-80 in: Yeow Meng Chee, Zhenbo Guo,
San Ling, Fengjing Shao, Yuansheng Tang Huaxiong Wang, Chaoping Xing (editors). Coding and Cryptology: Third
International Workshop, IWCC 2011, Qingdao, China, May 30-June 3, 2011, proceedings. Lecture Notes in Computer
Science 6639. Springer. https://cr.yp.to/papers.html#goppalist

v Paulo S. L. M. Barreto, Richard Lindner, Rafael Misoczki. "Decoding square-free Goppa codes over Fp."”
Cryptology ePrint Archive, Report 2010/372, 2010. http://eprint.iacr.org/2010/372/

Tema 4 «OcHOBHEBIE METOAbI KPUIITOAHAJINU3A KOAOBLIX KPUIITOCUCTEM»

v Robert J. McEliece. "A public-key cryptosystem based on algebraic coding theory." Jet Propulsion Laboratory
DSN Progress Report 42-44, 114-116. http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF

v Dilip V. Sarwate. "On the complexity of decoding Goppa codes." IEEE Transactions on Information Theory
23, 515-516. http://www.ifp.illinois.edu/~sarwate/pubs/Sarwate77Complexity.pdf

v Jacques Stern. "A method for finding codewords of small weight." MR 1023683. Pages 106-113 in: Gerard D.
Cohen, Jacques Wolfmann (editors). Coding theory and applications. Proceedings of the Third International
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http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF

Colloquium on Coding Theory held in Toulon, November 2-4, 1988. Lecture Notes in Computer Science 388,
Springer. ISBN 0-387-51643-3. MR 90i:94001. http://www.springerlink.com/index/79665155m26n9g72.pdf

v Anne Canteaut, Nicolas Sendrier. "Cryptanalysis of the original McEliece cryptosystem.” MR 2000i:94042.
Pages 187-199 in: Kazuo Ohta, Dingyi Pei (editors). Advances in cryptology—ASIACRYPT'98. Proceedings of the
International Conference on the Theory and Application of Cryptology and Information Security held in Beijing,
October 18-22, 1998. Lecture Notes in Computer Science 1514, Springer. ISBN 3-540-65109-8.
http://www.springerlink.com/index/64RNX94MGO0Y 32KNG.pdf

v Anne Canteaut, Florent Chabaud. "A new algorithm for finding minimum-weight words in a linear code:
application to McEliece's cryptosystem and to narrow-sense BCH codes of length 511." IEEE Transactions on
Information Theory 44, 367-378. MR 98m:94043. ftp://ftp.inria.fr/INRIA/tech-reports/RR/RR-2685.ps.gz

v Anne Canteaut, Herve Chabanne. "A further improvement of the work factor in an attempt at breaking
McEliece's cryptosystem."” In: Pascale Charpin (editor). EUROCODE 94. http://www.inria.fr/rrrt/rr-2227.html
v Alexei E. Ashikhmin, Alexander Barg. "Minimal vectors in linear codes.” IEEE Transactions on Information

Theory 44, 2010-2017. http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=705584

10. PecypcHoeobecrieuenue:

e [lepedeHb OCHOBHOI M BCIIOMOTATENbHOM Y4eOHOI TUTEpaTyphl KO BCEMY Kypcy
OcHoBHas uTEparypa:

1. Maxk-Bunbsmc @. [x., Cnosn H. JIx. A. Teopust KoJ0B, HCTIpaBIsSOMKX omuOKy. - M.: CBs3p, 1979
Bepnexamn J. AnreOpanueckas Teopus koaupoanus. M.:Mup. 1971. 477 c.

N
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M.: Mup, 2006. — 471 c.

4. Robert J. McEliece. "A public-key cryptosystem based on algebraic coding theory.” Jet Propulsion Laboratory
DSN Progress Report 42-44, 114-116. http://ipnpr.jpl.nasa.gov/progress_report2/42-44/44N.PDF

5. Harald Niederreiter. "Knapsack-type cryptosystems and algebraic coding theory." Problems of Control and
Information Theory 15, 19-34. ProblemyUpravlenijaiTeoriilnformacii 15, 159-166.

6. Nicolas Sendrier. "Efficient generation of binary words of given weight." Pages 184-187 in: Colin Boyd
(editor). Cryptography and Coding, 5th IMA conference, Cirencester, UK, December 18-20, 1995, proceedings.
Lecture Notes in Computer Science 1025. Springer. ISBN 3-540-60693-9.
http://www.springerlink.com/content/y43w30176331547m/fulltext.pdf

7. Nicolas Sendrier. "Encoding information into constant weight words." Pages 435-438 in: Information theory,

2005. ISIT 2005. Proceedings. IEEE.
http://ieeexplore.ieee.org/iel5/10215/32581/01523371.pdf?arnumber=1523371
8. Thomas A Berson. "FailureoftheMcEliecepublic-keycryptosystemundermessage-resendandrelated-

messageattack.” Pages 213-220 in: Burton S. Kaliski, Jr. (editor). AdvancesinCryptology—CRYPTO '97. 17th
annualinternationalcryptologyconference, Santa Barbara, California, USA, August 17-21, 1997, proceedings.
Lecture Notes in Computer Science 1294, Springer.
http://www.springerlink.com/index/g6708p04m618g7r1.pdf

9. BhaskarBiswas, NicolasSendrier. "McEliececryptosystemimplementation: theoryandpractice.” Pages 47-62 in:
JohannesBuchmann, JintaiDing (editors). Post-quantumcryptography, secondinternationalworkshop, PQCrypto
2008, Cincinnati, OH, USA, October 17-19, 2008, proceedings. Lecture Notes in Computer Science 5299.
Springer. http://www.springerlink.com/content/708316211158tt3g/
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O0pa3ubl JOMAIIHUX 3aJAHUI:
Kaxnpiii yuammiicss B mporiecce oOydeHUsi TOTOBUT HAayYYHBIH TPOEKT, KOTOPBIA 3aKIIOYaeTcs B

MOCTPOSHUH KOJIOBOW KPHUIITOCHCTEMBI Ha OCHOBE KaKOTo-IMOO THMa KOJOB. IS MOCTpOEHHON KOJOBOM
KPUITOCUCTEMBI JIOJKHBI ObITh YKa3aHbI:

1) AnropuT™ reHepainuu KIro4ei, OlleHKa CII0KHOCTH

2) OTKpBITBIN KITIOY

3) CexkpeTHblil KITIOY

4) Anroput™ mmdpoBaHHs, OIIEHKA CIIOKHOCTH

5) AunropuTtwm pacmmppoBaHus, OIEHKA CI0KHOCTH

6) OmnuchIBaIOTCS BO3MOXKHBIE THIIA aTaK HA KPUINITOCUCTEMY, H3BECTHBIC U3 OTKPBITHIX HCTOYHHUKOB.
Bo3moskHBIE THTTBI KOJIOB JIsl HAYYHOUM paOOTHI:

12


ftp://ftp.inria.fr/INRIA/tech-reports/RR/RR-2685.ps.gz
ftp://ftp.inria.fr/INRIA/tech-reports/RR/RR-2685.ps.gz
http://www.inria.fr/rrrt/rr-2227.html
http://elibrary.ru/
http://www.scopus.com/
http://pqcrypto.org/
mailto:ichizhov@cs.msu.su

no

10.
11.

12.

1) Koxpr XsmmuHTa

2) Koapl Puna—Maiepa nepBoro nopsijaka

3) Koxpr Puga—Conaomona

4) PacummpeHHbIe KOJIbI XOMMHHIA

5) DKBUAKMCTAHTHBIC KOJBI (KOJBI, AyaJibHbIC K KOJY XOMMHHTA).

Bompocs! 11t mpomMeXyTOUHON aTTecTaluu — 3a4eTa (3K3aMeHa):

Kpunrocucrema Mak-2Dnuca, 0011asi KOHCTPYKITHS

Kpunrocucrema Huneppaiitepa, oOuiasi KOHCTpYKIUS

ATaku ¢ UCTIOJIB30BAaHUEM CBSI3aHHBIX MHU(P-TEKCTOB HA TAKOTO THITA KpunTocucteMbl. OO0CHOBaHHE U
OLIEHKA CJI0’KHOCTH TAaKOI'o THIIA aTak.

[TpoGriemMa HyMepauu JBOMYHBIX BEKTOPOB (PMKCUPOBAHHOTO Beca XAMMUHTA. OCHOBHBIC TIOJXO/BI €€
pemenust. ONieHKa CI0KHOCTH ITOPUTMOB HYMEpAIMK TaKUX BEKTOPOB. Bompock! a3 dexTuBHOM
[IPOrpaMMHOM peanu3alii TaKoTro PoJa KPUIITOCUCTEM.

KoncTpykiusi 1BOMYHBIX KOJ0B [0MIbI HA OCHOBE pallMOHATIBHBIX PYHKIUN Ha/l KOHEYHBIM MOJIEM.
BriBoJ siIBHOTO BHIa TPOBEPOUHOM MaTpullbl. CBs3b KO0B ['0NMbl U anbTEPHATHBIX KOOB,
MIOCTPOEHHBIX U3 KoJ0B Puga—Conomona.

['panuiia Ha KOJI0BOE pacCTOSIHUE IBOMYHBIX KOJ0B ['onmibl. Paznuunbie BUbI K010B ["omnmbl:
HENpUBOJUMBIE U cenapadenbHble. ['paHuIa HA KOJOBOE pacCTOsIHUE cenapadennbHbIX KOJ0B ['0/10B.
Auroputm [larTepcoHa 1eKOAMPOBaHUS IBOMYHBIX KOJIOB [ ONIIBL.

Hcnonbp3oBanue anroputma bepinexkemna-Meccu U1 1eKOAMPOBaHUS ABOUYHBIX cerapadeabHbIX KOJIOB
I'onmsl. [Tpumepa noctpoenust koaoB ['onmel.

OO011ast KOHCTPYKIIMS KpUNITOCHCTeMbl Mak-Onuca u kpunrocuctemsl Huneppaiitepa Ha cenapaOenbHbIX
kogax ['onmel. OrieHKa CII0KHOCTH allTOPUTMOB TeHepaIuu Kitrouel, mudpoBaHus U paciiupoBaHUs.
JIBa Tuma aTaka Ha KOJIOBbIE KPUIITOCUCTEMBI: aTaKu JEKOJAUPOBAHUS, CTPYKTYPHBIE aTaKu.

CBs13b aTak IEeKOAUPOBAHUS C 33J1a4eii MOMCKA CJIOB MaJioro Beca. Ataku aekoaupoBanust CTepHa u eé
CJI0KHOCTb.

Bo3moskHast cTpyKTypHas aTaka Ha KpUNITOCUCTEMBI, IIOCTPOCHHBIE HA OCHOBE JIBOUYHBIX
cenapabenbHbIX K0/10B ["omniibl.

MeToauuecKkue MaTepuaJbl 1J IMIPOBECACHUSA MPOUECAYP OUCHUBAHUSA PE3YJbTATOB Oﬁy‘{el-[]/lﬂ

OKk3aMeH IpoXoauT I10 6I/IJ'IeTaM, BKJIIOYAaronicM 2 BOIIpoOcCa. ypOBeHL 3HaHUM aCIIupaHTa o KaXI0MY
BOIIPOCY Ha KOTIIHUYHO», «XOPOLIO», KYAOBJICTBOPUTCIbHO», «HCYAOBJICTBOPHUTCILHO.
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